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1-1 Windows Required Changes

Chapter 1: Windows Required Changes

1.1 Configuring Windows 7

This document is intended as a broad overview for configuring Windows 7

Professional and LFS prior to installing ENCOR.

1. By default, the administrator account is disabled in Windows 7 Professional.

You must enable access to this account.
Important:

Administrator credentials should be the same as the MFS1 (i.e.
User: administrator
Password: Retalix1!).

a) Click on START, enter SECPOL.MSC in the Search Box, and press ENTER.

' See more results

secpol.mae % | | Shutdewn | ¥

Figure 1-1. Search Box - SECPOL.MSC

b) The Local Security Policy Screen will open:

@ Security Settings Pelicy Security Setting
5 Account Policies
4 g Local Policies
3 Audit Policy
5 User Rights Assignment
A Secunty Options

Accounts: Guest account status Disabled
co... Enabled

Accounts: Rename administrator account Admunistrater

Accounts: Limit local acceunt use of blank

Figure 1-2. Local Security Policy Screen

c) Click on Local Policy > Security Options and select Enabled for

Accounts: Administrator Account Status.

2. Open the Control Panel and change the “View by” setting to Small Icons

(upper right-hand corner).

Adjust your computer’s settings Viewby: Cat v
© Categery
?‘ System a d Security = Large icons
v 9 Rack S Smallicons
Fi

~—4 Programs

I,f b Uninstall a prograrr
4 3

Figure 1-3. Control Panel - View by
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Adjust your computer’s settings Viewby  Smallicons =

¥ Lction Center E: g AutoPlay

) Backug and Restore BB Color Management B Credential Manage
= Date and Time W Default Programs @ Desktop Gadgets

=% Device Manager i Devices and Printers = Display

{'E:-(EE:-'_CFF'. ess Center K A Fonts

1 Getting Started i [ndexing Options

'H Intzrnet Optians B Location and O8 OIS

D 1ail F house sy Metwork and Sharing Center

= Metification Area lcens &8 Parental Controls M Perdcrmance Infarmation and Taeols
B personslization W Phone and Medem @ Pawer Ophians

ﬁ F‘m']'.'“',t and Features B Realtek HD Audie Ma nager |’._' F!q-'r;-.'.ﬂr:.'

8 Region 2nd Language %) Remotefpp and Desktop Connections % Sound

8 5o W) Sy 1Bl Syetemn

,-1 T _'= Troubleshaot ng 9,2‘ User Accounts

L= B windows Cardspace il Windows Defender

& B Windows Update

Figure 1-4. Control Panel - View by: Small icons

3. Click on User Accounts.

Make changes to your user account

Change your d

| Administrator
Administratar
Pazsward pretectad

% Manage snother account

B Cogr

Figure 1-5. Control Panel - User Accounts

4. Click Change User Account Control settings.
Disable User Account Control by moving the slide bar all the way to the
bottom (Never notify) and click OK.

Choose when to be notified abaut changes to your computer

U

User dceaunt Central helps prevent petentially harmful pregrarms from making changes te your cermputer,
t Lser Account Contral setfine

Tell me mare abgul ttings

Alwrays notify

Mewer notify me when:

®  Programms bry b inztell seftwers or make changss to
my cemputer

*  [make changes to Windows settings
KF Not recornmended. Choose this only if you need to
wie prograrms that ane net certified fer Windows 7
—Ei— because they da nat suppart User Aecaunt Cantral,
Mever netify

Figure 1-6. Control Panel - User Accounts: Never notify

6. By default, the c: drive will not be shared, and the administrator will not have
any rights on the drive. Share the drive as ¢, add the administrator, and set
Full Permissions.

a) Click the Computer icon from the Desktop.
b) Right-click on the C: drive and select Properties.
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W Faverites
B Deskicp
& Dovnloads

L, Recent Places

7 Libraries
¥ Documents
JW IMusic
| Pictures
B videos
1™ Computer
By © DRIVE (C:)

s Images (B

“! Mebwork

Organize = Share with = Burn Mew folder

ff
Mame |

A

. be
. 2D
2 Datg
2 Int
a Ms
I5]
oney
CE

. PC
J PCI
L Pen

s Pra

Metwark: File and Falder Shanng

Ch
& s
Hetwerk Peth
“Witarened oo's

Advanced Sharing

St custom pemissions. ereale multiple shares, and set other
atvanced sharng options

Bl Advanced Sharng,

Pataword Protection

Pecple mus have a user accourt and password for this
computerto access shared folders

T change this salling, use the |

+ ard Sharing Cen

| 2. CDRIVE (C) Propesties ]
Secuty i Frewious Varians | Guata
Genewl | Teos | Hodwoe | Shenng

Figure 1-7. C: Drive - Properties

c) Click on Advanced Sharing.

Advanced Sharing

[] S this feder
Seitings
Share name:

=

A

Lissit tha numbar of smultangous users b 20

Comments:

(pemssons ] [_cados |

Figure 1-8. C: Drive - Advanced Sharing

d) Click the Share this folder checkbox and add a Share name of C.

e) Click on Permissions.

| . Perrmssions far C

Snam Pemisgions |

===

Group of Lesr namae
B2 Boaryas

b} Administmtor (STORENEXT-PC\Administrator) |

Add.. || Remowe
Pemigsinne for Adrmivisrelon e Danmy
Full Cantrel = O
Change =
Fead =

Leam ano.sf a

ok J[ con

Figure 1-9. C: Drive - Permissions for C
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f) Highlight the Administrator and check the Allow box for Full Control,
Change, and Read.

7. By default, the network card will be configured to obtain an IP address
automatically. ENCOR requires all terminals to have a static IP address.
Configure the Internet Protocol Version 4 (TCP/IPv4) function of the network
card so that it will communicate on your network (under Network and Internet
> Network Connections). Select Use the following IP Address and enter static
address data.

% Local Area Connection Properties =2 Internet Protocol Version 4 (TCP/TPw) Properties [
HNetworking General
Yiou can gat IP ssitngs assigned automaticaly f your network supports

thes Capaddity. Othenvise, you need 1o sk your network agminsirator
for the appropriate [P settings.

Qbtain an 1P address sutomatically

@) Lise the folowing [P address:

IP adcress: 10 1.4 .19
Subnat mask; 255.2355.255. 0
Diefavit gatevay: w. 1.4 .1

4. Lirke-Layer Topalagy Difeovery Responder
@) Use the following DNS server acdressss:

Prefermed DNS serer:

Select Internet Protocol Alzarriate DNS server:
Version

Valclate settngs upon exit Achvanoed,..

Version 4 (TCP/IPv4)

Figure 1-10. Local Area Connection - Internet Protocol Version 4

8. By default, the Remote Registry Service in Windows 7 is set for Manual Start
and is not running. (In previous versions of Windows, this service had been set
to automatic and always running.) ENCOR requires this service to be running
to install any LFS terminal. It is recommended you set this service to
Automatic Start (under Services > Services Local).

Services o-f-&- k|
Fide Action  View Help
& losHrpl»enwp
Services (Loct | o) Samvices (Local)

Remote Registry Name Description Status Startup Type Log On As

Qualty Windows Audic Video Expenence (gWave Manusl

Stant the service

Creates a connection to & remote network whene Manusl

Manages dial-up and virtual private network (VP, Manual

Remcte Desktop Configuration senice (RDCS) is v Manual

odify Remcte Desktop S... Allows users to connect interactively to 3 remaote Manual
mputer.

xé Remote Desktop S...  Allows the redirection of Printers/Drives/Ports for Manual
ed, the regustry 4
can be modified only b N " Remote Procedur... The RPC iz the Service Control Manager... Started  Automatsc
computer, if this ses Rermote Procedur In Window and earlier versions of Windows, Manusl
Sny xsvices tiat o M Remote Regintry  Enables remote users to modify registry settings o... Manual

it wll fadl to ctart,

Figure 1-11. Services - Services Local

9. By default, the drivers for the On Board Video Card (in Acer PCs) do not
support a Full Screen Command Prompt Box, but ENCOR requires this
functionality. Disable the installed video card driver (select Control Panel >
Device Manager > Display Adapters, right-click, and select Disable) and
reboot the PC.
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2 Device Ma

@ =

nager

File Acticn View Hep

‘ cgD
|
|

0 Human Interfa,

4 & STORENEKT-PC

l-cmpx

E ATA/ATAP controlle

Bus controllers

Figure 1-12. Device Manager - Intel Graphics Media Accelerator

10. Verify that a command prompt window can be opened and toggle back and
forth between full screen and normal screen.

a) Click on Start, enter cmd in the Search Box, and press Enter. The

command window displays.
b) Press <Alt><Enter> twice to toggle between both screens.
c) Type exit and press Enter to return to the Desktop.

11. Turn off the Windows Firewall (Control Panel > Windows Firewall > Customize
Settings).

Customize settings for each

Yeou can medify the firewall

Home or work (private) netwerk locatio

0 Tum on Windows

9 @ Turn off Windo

Public network location settings
0 Turn on Windows Fure:
ows Firew

g © Tum off Wind

Ferew

@vv &P « Windows Firewall » Customize Settings

type of network

n settings

all

wall (not recommended

2ll {not recommended)

settings for each type of network location that you use

Figure 1-13. Windows Firewall - Customize Settings
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ENCOR LFS Installation

Chapter 2. ENCOR LFS Installation

Note:

The LFSs do not require SQL to be installed. The LFSs connect to the MFS1 SQL database.

1.

Go to the installation source and open the FrontOffice folder.

CD5ReportFiles
FrontOffice
WinPQ5

Figure 2-1. FrontOffice Folder

Select Disk1.

Diiskl
HashFiles

Figure 2-2. FrontOffice > Disk1

Double click setup. exe.

SQLUpgrade
|| _inst32iex_
B _ISDel.exe
%) _Setup.dll
J _sysl.cab
|| _sysl.hdr
J _userl.cab
|| _userl.hdr
# | ConfigurationFiles.ini
| | DATATAG
J datal.cab
|| datal.hdr
£ | Installation.ini
| 2| lang.dat
|| layout.bin
| 2| os.dat
ﬁ Setup.exe
$E| SETUP.INI
|| setup.ins
|| setup.lid
@ weredist_wB6, exe

Figure 2-3. FrontOffice > Disk1 > Setup
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4. Installation begins.

F N

Setup

LzaSLy1.00 FrontOffice Setup iz preparing the
InstallShield(R] Wizard which will guide you through
= the rest of the setup process. Pleaze wait.

L
Figure 2-4. Installation Begins

5. Click on Next.

ENCOR Office Installation

‘Welcome to the 'ENCOR Office’ Setup program. This
program will install'ENCOR Office’ on your computer.

It is strongly recommended that you exit all Windows programs
before running this Setup program.

Click Cancel to quit Setup and then close any programs you
have running. Click Next to continue with the Setup program.

WARNING: This program is protected by copyright law and
international treaties.

Unauthorized reproduction or distribution of this program, or any
portion of it, may result in severe civil and criminal penalties, and
will be prosecuted to the maximum extent possible under law.

©2017 NCR o :
All Rights Reserved @) | ma compil
ENCOR is 3 trademark of NCR

Figure 2-5. ENCOR Setup - Welcome
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6. Click on Yes for the License Agreement.

ENCOR Office Installation —_—
e

Please read the following License Agreement. Press the PAGE DOWN key to see
the rest of the agieement,

NCR SOFTWARE LICENSE AGREEMENT -
Software Product: NCR ENCOR

MOTICE: This Agreement governs your possession and use of the Software,
'Y'ou accept its terms by opening this package or by using the Software.

1. The following terms apply regardiess of any other agieement you have with NCR

LICENSE SCOPE
Subject to all the other tems of this Agreement, NCR grants pou & personal and
nonexclusive license to possess the Software and ta install and run each copy on the
single MCR hardware unit for which it is licensed. only for your intemal use as an end-
user.

Do you accept all the temns of the preceding License Agreement? |f you chaose Mo, Setup
will close. Tainstal 'ENCOR Office’, wou must accept this agreement.

< Back

es No

© 2047 NCR ) ) )
All Rights Reserved ) 1 |
ENCOR is a trademark of NCR

Figure 2-6. ENCOR Setup - Software License Agreement

7. Enter the name of the LFS and company and then click Next.
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ENCOR Office Installation

NN
& \
i %
j )
. 4

ry NP _

Please enter your name and the name of the company for whom
you work.

Narme: |NCR

Company: |NCF!

< Back I Next > Cancel

©2017 NCR
All Rights Reserved
ENCOR is a trademark of NCR

Figure 2-7. ENCOR Setup - User Information

8. Confirm registration information and click Yes.

ENCOR Office Installation

Registration Conﬁrmatm

‘You have provided the following registration information:

Name: NCR

Company: NCR

Is this registration information correct?

® 2017 NCR
All Rights Reserved ) 1
ENCOR is a trademark of NCR

Figure 2-8. ENCOR Setup - Registration Confirmation
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9. Click Next.
ENCOR Office Installation

Choose Destination Locatio

Setup will instal 'ENCOR Office’ in the following folder.

To install to this folder, click Next.

Toinstall to a different folder, click Browse and select another

You can choose not to install'ENCOR Office’ by clicking Cancel
to exit Setup.

\

=

Destination Folder

C:\Program Files (x86)\POSware\Office Browse.
Bk [ New> |

Cancel I

©2017 NCR ) i i P
All Rights Reserved ( mn Y ide compl p
ENGOR is a trademark of NCR

Figure 2-9. ENCOR Setup - Choose Destination Location
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10. Select the LFS number being installed and then click Next.
ENCOR Office Installation

Select one of the following 'BackOffice’ types:
Note:  Server=Mfs1/MB, Workstation=Mrs2/Lfs3-10.

©2017 NCR i i .
All Rights Reserved comn [ 1C comblert
ENCOR is 2 trademark of NCR

Figure 2-10. ENCOR Setup - BackOffice Type
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11. Enter the administrator password and then click Next.

ENCOR Office Installation

| RSM Senice

Enter user name for the RSM Service in the following format;
DomainiUserName.
This must be a user with Administrator rights.

| \
i

‘ < Back Next > Cancel
. SRR - .

User name: [WIN-54TS20RRIKU\Administrator

Password: |“"““’1

® 2017 NCR ) ) =
All Rights Reserved comn made compl
ENCOR is a trademark of NCR

Figure 2-11. ENCOR Setup - RSM Service
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12. Enter the SQL sa password you have set for SQL. This is required for the LFS to
connect to the MFS1 database.

ENCOR Office Installation

Enter the password of the SOL System Administrator (sa).

User name: |sa

Password:

{

<Back Nest> Cancal [
[

' \,‘1}- ™R

® 2017 NCR 1
All Rights Reserved COImnimn [ ] compi
ENCOR is a trademark of NCR.

Figure 2-12. ENCOR Setup - SQL System Administrator (sa) Password
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13.1f no fuel in system, select No, and then click on Next.

ENCOR Office Installation

— If this system should be connected to a fuel system select 'Yes'.

" Yes
@ g

\

\

—

< Back Next > Cancel

® 2017 NCR . i E i )
All Rights Reserved B D ) | [ ] ¢ COITIHI
ENCOR is a trademark of NCR

Figure 2-13. ENCOR Setup - Fuel Connection
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14. Review the settings and click Next.

ENCOR Office Installation
Version: 1.0.0.0-040

Setup has enough information to start copying the program files.
If you want to review of change any seitings, click Back. If you
are salisfied with the settings. click Next to begin copying fles.

Curent Settings:

Uset Informaion z
‘ Name: LF53
Company: NCR

Installation:
N

Target Directory:
- C:\Program Files\POSware\Office

BackOffice Type:
Lfs

< Back Next >

cancel |

© 2017 NCR ) ) ) L L i
All Rights Reserved COIminn Mac COMik
ENCOR is a trademark of NCR

Figure 2-14. ENCOR Setup - Start Copying Files
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15. Installation proceeds.

ENCOR Office Installation

-

Copying 'Installation Common' Files . .
chprogram files (x86)\poswarehofficelcomponentsidiliposrsmgn.dil

| 2%

©2017 NCR
Al Rights Reserved ( 188
ENGOR is a trademark of NCR

Figure 2-15. ENCOR Setup - Installation Proceeds

16. Enter the HOSTS file to match the file on the MFS. Save the file and continue.

| HOSTS - Notepad

|F|Ie Edit Format View Help

# Copyright (c) 1993-2009 microsoft Corp.
#
This is a sample HOSTS file used by Microsoft TCP/IP for wWindows.

This file contains the mappings of IP addresses to host names. Each
entr¥ should be kept on an individual Tine. The IP address should

be placed in the first column followed bg the corresponding host name.
The IP address and the host name should be separated by at least one
space.

Add‘it‘iunaﬂ)l/, comments (such as these) may be inserted on individual
Tlines or following the machine name denoted by a "#' symbol.

For example:

# source server
# x client host

rhino. acme. com
X.acme.com

102.54.94.97
38.25.63.10

localhost name resolution is handled within ons itself.
127.0.0.1 Jocalhost
Tocalhost

e e e W R Wt e e e e e

The following lines are inserted by a POS installation !
set the a.b.c values according to the value
# in the CcontrolPannel-=Network Applet !

101.1 FS5.

F52

LF53
LF510
POS1

255.255.255.0 SUBNETMASK

_® 2017 NCR

o2

Figure 2-16. ENCOR Setup - HOSTS File

B
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17.The ENCOR database is deployed. No action is necessary at this time.
ENCOR Office Installation

-

% Installation stage: Setting up new Encor Database.

® 2017 NCR

All Rights Reserved commer n
ENCOR is a trademark of NCR

Figure 2-17. ENCOR Setup - ENCOR Database

18. Click Next. Note that beginning with this point, if the installer is canceled,
critical ENCOR components will not be installed, causing the application to not
be able to run correctly.
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ENCOR Office Installation

Welcome to the InstallShield Wizard for
ENCOR

The InstaliShield(R) Wizard will install ENCOR on your
computer. To continue, dick Next.

WARNING: This program is protected by copyright law and
international treaties.

Next> | l Cancel !

Figure 2-18. ENCOR Setup - InstallShield Wizard

19. Select the I accept the terms in the license agreement radio buttonthen
click Next.

ENCOR Office Installation

1] ENCOR - InstalShiel
License Agreement 44
Please read the following license agreement carefully. L =
¥
NCR SOFTWARE LICENSE AGREEMENT o
Software Product: NCR ENCOR
‘. NOTICE: This Agreement governs your possession and use of the
Software.
You accept its terms by opening this package or by using the
Software.
L ey | R Sy | Sy " b
| @ I accept the terms in the license agreement | Print
!_ ‘w f 1 do not accept the terms in the license agreement
<Back J[ Next> | [ cancel

{

Figure 2-19. ENCOR Setup - License Agreement

20. If this computer is to be the MFS only with the ENCOR and Back Office
databases deployed elsewhere, select Client. If this computer is to house the
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ENCOR and/or Back Office databases, select Server, select which databases
are to be deployed on this system, then click Next.

Note:

On the MFS install, the FrontOff database is always deployed to this (the MFS) computer
and will not be deployed on any other computer install such as LFS3. The ENCOR and
Back Office databases need to be deployed only once each at a store. This installer allows
the destinations of each to be user selectable. Deploying either the ENCOR or Back Office
database to multiple computers at a store will cause issues.

Note:

One of or both the ENCOR and Back Office Server options must be selected when
selecting the Server Installation Type. Should no databases be selected with the Server
option, a message will appear stating the following:

4] ENCOR Installer Information [

Flease select Server to continue.

l'\

L

Figure 2-20. ENCOR Setup - ENCOR Installer Information

Should this appear, click OK to return to the Installation Type screen and select a
database. If the ENCOR and/or Back Office databases are on a different computer, select
the Client Installation Type.
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ENCOR Office Installation

Installation Type

Please select installation type

Client

ﬁ Installs software only.
o

@ Server

Install software and deploys database components.

V|ENCOR Server

| Back Office Server

" Next > ‘ [ Cancel

Figure 2-21. ENCOR Setup - Installation Type
21. Click Install.
ENCOR Office Installation

1] ENCOR - Instal
Ready to Install the Program
The wizard is ready to begin installation.

Click Install to begin the installation.

If you want to review or change any of your installation settings, dlick Back. Click Cancel to
exit the wizard.

[ <Back |J[ instai ) [ cancel

/

Figure 2-22. ENCOR Setup - Install Program

22.Program features are installed. No action is necessary at this time.
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ENCOR Office Installation

Installing ENCOR

The program features you selected are being installed.

Please wait while the InstallShield Wizard installs ENCOR. This may take
several minutes.

Status:
Installing Visual Basic Power Pack 12 (x64)
-— =

Cancel |

Figure 2-23. ENCOR Setup - Program Features

23. Select or enter the database server that is to have the ENCOR database then
enter the Login ID and Password to connect to it. Note if the ENCOR database
is already deployed or will be deployed to a different computer, this
installation routine still requires that computer and login credentials be
entered here. Click Next to continue.

ENCOR Office Installation

(7751 ENCOR - InstallShield Wizar

ENCOR Database Server

Select database server and authentication method

Database server that you are installing to:
‘ (local)

Login ID: [sa

Password:  [eeeeessessl

Figure 2-24. ENCOR Setup - ENCOR Database Credentials
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24. Connectivity to the ENCOR database is verified if it was not selected to be
deployed as part of this installation. If the installer cannot connect to the
ENCOR database, the below error message is displayed. Click Continue to go
back to the ENCOR Database Server screen to click the Next button to
continue with the installation or click Cancel to re-enter the server, Login ID,
and Password. If the installer can connect to the ENCOR database, this
message is not displayed.

ENCOR Office Installation

ENCOR Database Server

Select database server and authentication method

5
Databa: 1:‘3‘?‘ ENCOR Installer Information X

(local)

) Error connecting to database. Do you want to proceed
with the install?

Continue i [ Cancel

Figure 2-25. ENCOR Setup - ENCOR Database Connect Error

25. Select or enter the database server that is to have the Back Office database
then enter the Login ID and Password to connect to it. Note if the Back Office
database is deployed to a different computer, this installation routine still
requires that computer and login credentials be entered here. Click Next to
continue.
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ENCOR Office Installation

Back Office Database Server

Select database server and authentication method

Database server that you are installing to:

\ (local)

Login ID: sa

Password: I esssssscee

< Back J[

Figure 2-26. ENCOR Setup - Back Office Database Credentials

26. Connectivity to the Back Office database is verified if it was not selected to be
deployed as part of this installation. If the installer cannot connect to the Back
Office database, the below error message is displayed. Click Continue to go
back to the Back Office Database Server screen to click Next to continue with
the installation or click Cancel to re-enter the server, Login ID, and Password.
If the installer can connect to the Back Office database, this message is not
displayed.
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ENCOR Office Installation

ENCOR Database Server

Select database server and authentication method

\
Databa: k';'J ENCOR Installer Information — 2%

(local)

Error connecting to database. Do you want to proceed
1\ viith the install?

Continve | [ cancel

[ Next> ][ Cancel |

® 2017 NCR

o N )

Figure 2-27. ENCOR Setup - Back Office Database Connect Error

27.Additional components of ENCOR are installed. No action is necessary at this
time.

ENCOR Office Installation

[T ENCOR - nsalSheid)

Installing ENCOR

The program features you selected are being installed.

several minutes.

7| Please wait while the InstallShield Wizard installs ENCOR. This may take
o;
| Status:

Figure 2-28. ENCOR Setup - ENCOR Installed



2-20 ENCOR LFS Installation

28. If Server was selected as the installation type, the selected databases are
deployed to this computer. If Client was selected, no databases are deployed

and this screen is not displayed. No action is necessary at this time.

ENCOR Office Installation

-
[ll' 15 NCR Database Deploymen

Setup Progress

The data components are being configured

Data Group Status
® Datab: Confiquring data items. ..

Status
Create ENCOR functions
fnGetSha2HashData

Figure 2-29. ENCOR Setup - ENCOR Database Deployed

29. Click Finish.
ENCOR Office Installation

InstallShield Wizard Completed

The InstaliShield Wizard has successfully installed ENCOR. Click
Finish to exit the wizard.

Show the Windows Installer log

Figure 2-30. ENCOR Setup - Install ShieldWizard Completed
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30. Click Finish to reboot the computer immediately or select No and click Finish
to reboot manually at a later time. The HASP Plug may now be installed.
32. Installation complete. Re-boot.

ENCOR Office Installation

Setup Complete

Setup has finished copying files ta your computer.

Before you can use the program, you must restart Windows or
your computer.

@ Yes, | want to restart my computer now.

€ No, | will restart my computer later

Remove any disks from their drives, and then click Finish to
complete setup.

|

® 2017 NCR - v . -
All Rights Reserved ( ) Y ) ¢ com ‘
ENCOR is a trademark of NCR

Figure 2-31. ENCOR Setup - Setup Complete

Note:
Select ENCOR on the desktop after re-boot and enter credentials as on the MFS1.
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Chapter 3. Verify lIS Connection

Note:

The steps below can be performed on any ENCOR server (machine where the ENCOR
database resides) to verify the IIS installation, but are only required for ENCOR servers
running Windows Server 2008 Standard.

1. Open Internet Explorer and paste the following URL into the address textbox
and press Enter.
http://localhost/ENCORAPI/api/login?userName=admin&encryptedPwd=8C697
6E5B5410415BDE9OSBD4DEE15DFB167A9C873FCABB8A81F6F2AB448A918

Note:

Recommend using Chrome for testing as Microsoft Internet Explorer security setting can
prohibit the URL from being resolved correctly.

2.

If ENCOR returns a message stating that the login was unsuccessful no future
action is necessary.

This XML file does not appear to have any style information associated with it. The document tree is shown below.

ValueOfstringstring xmlns:i="http://www.u3.0rg/2001/XMLSchema-instance” xmlns="http://schemas.microsoft.com/2003/16/Serialization/Arrays">

ueOfstringstring>

r>RequiresPasswordChange</Key>

Figure 3-1. Unsuccessful Login Message

If an error is produced and the URL does not successfully connect to ENCOR
navigate to the c: \NCR\ENCOR\WebaAPI\Web.configand open the
configuration file using a ASCII text editor such as Notepad.

Find the <modules> element in the XML.

ler" preCondition: . o />

ndler-Integrated-4.0" path="+." verb="*" Typ: \Web. Handlers.T

=nal
nsightshiebTracking” />
T cking" typ +.ApplicationInsights.Web.Applicationl le, .AI.Web" preCondition='managedHandler" />

n:schenas—migreseit-Som: ash . viT>

1" publicReyT aced” />

ldVersion="0.0.0.0-6.0.0.0" newVersion="6.0.0.0" />

encicy na
edirect oldy

</dependentAssenbly>

<dependenthssenbly>

|
Figure 3-2. Web.config XML - <modules>

publ: ken="31D£3856ad364e35" />

Systen.Vieb.Optimizatio:
vy


http://localhost/ENCORAPI/api/login?userName=admin&encryptedPwd=8C6976E5B5410415BDE908BD4DEE15DFB167A9C873FC4BB8A81F6F2AB448A918
http://localhost/ENCORAPI/api/login?userName=admin&encryptedPwd=8C6976E5B5410415BDE908BD4DEE15DFB167A9C873FC4BB8A81F6F2AB448A918
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Create a backup of the web.config file, then replace the <modules> element
with the text below.

<modules runAllManagedModulesForAllRequests="true">
<remove name="ApplicationInsightsWebTracking" />
<add name="ApplicationInsightsWebTracking"
type="Microsoft.ApplicationInsights.Web.ApplicationInsightsHttpModule,
Microsoft.AI.Web" preCondition="managedHandler" />
<remove name="UrlRoutingHandler" />
</modules>

The <modules> element should now look like the image below in the

Web.config file.

<handlers>
<remove name="ExtensionlessUrlHandler-Integrated-4.0" />

<remove name="OPTIONSVerbHandler' />
stHandler" preCondition="integratedMode,runtimeVersionvd.0" />

<Temove name="TRACEVerbHandler" />
<add name="ExtensionlessUrlHandler-Integrated-4.0" path="#." verb="#" type="Sy .Web.Handlers.Tr
</handlers>
<valid ralid guration="false" />
Zmo
/pe="Microsoft . ApplicationInsights.Web. ApplicationT: plodule, Microsoft.AI.Web" prefondition="managedHandler” />
"UrlRoutingHandler" />
</modules>

</systen. webserver
<runtime>
<assemblyBinding xmlns="urn:schemas-microsoft-com:asm.vi'>
<dependentAssembly>
<assemblyldentity

blicKeyToken=" />

Zsen" cultuz i

" newVersion=r6.0.0.0" />

<assen blyTdentity name="Systen.Web.Optimiza; tion" pub’ oken="31b£3856ad364e35" />
new 1.0.0" />

<bindingRedirsct sldVersion='1.0.0.0-1.1.0.0"

Figure 3-3. Web.config XML - <modules> Updated

Save the changes to the web.config file and restart the ENCOR server. Repeat
Steps 1 and 2. You should now see a message like the image in Step 2 stating

that the login was invalid.



