There’s a new breed of

electronic payments
data thieves. Even
“best practices” and
traditional anti-virus
programs simply can’t
stop their sophisticated

techniques and malware.

Your customers cannot

afford identity theft.

And you can’t afford the
destructive publicity — or

the class-action lawsuits.

SOLIDCORE IS YOUR SINGLE BEST ANTI-BREACH SOLUTION:
S3 PROTECTS YOUR CUSTOMERS’ CARD DATA WHILE CUTTING PClI COMPLIANCE COSTS.

Card data breaches are now headline news.
The follow-up stories go on and on, and the
damaging publicity and loss of trust can
destroy a fine decades-old reputation. With
thousands of shoppers affected, these stories
provide an ideal mix of crime, consumerism
and fear: local TV, talk shows and newspapers
jump on fast and ride hard.

How can you avoid this kind of nightmare
when even the best payments applications
have no way of controlling external hardware
access, or keeping skimmers, sniffers and
other malware off your boxes?

THE NEW BREED OF ATTACKS

Finding viruses streaming in from the Internet
is important, but identity theft is now a well-
financed, international criminal business. With
profits rivaling traditional underworld traffick-
ing, cost is no object: we're seeing the most
sophisticated malware that money can buy.

They’ll get into your system in many ways.
Former and disgruntled employees can be
bribed or share the profits. Service providers
and technicians can use wireless — and even
upgrade CDs — to penetrate your systems,
gather data and automatically send it to
overseas IP addresses.

Worse, the specialized attack programs and
benign-looking standard utilities used by data
thieves will never be noticed by traditional
anti-virus (A-V) products.

HOW SOLIDCORE STOPS IT ALL
Solidcore is an extraordinary product that
enables you to control exactly what software
may run on your POS terminals, work-
stations and servers. Simply put:

All authorized software runs perfectly,

No unauthorized code can load or run.
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How does this work? Instead of constantly
checking a “bad-list” like typical A-V,
Solidcore blocks everything that is not
authorized on your store’s “good list.”

MAJOR SOLIDCORE BENEFITS
Compatibility Solidcore S3 is pre-certified
and is deployed in your store just once. A-V
changes daily with no chance to test it first.

Less expensive S3 has a lower up-front price
and no annual charges for downloads, making
it a bargain compared to A-V.

No downloads S3’s “deploy-and-forget”
strategy eliminates the daily downloads that
sap your bandwidth and performance.

Easy maintenance All your authorized soft-
ware can be updated with no special process.

Easy additions New applications are easy for
the right people to install — but unauthorized
staff can’t add or change anything.

Restores performance Standard A-V devours
up to 85 percent of a POS terminal’s CPU. S3’%
small footprint needs just 1/2 of one percent.

Plug & play S3 is pre-integrated with Scan-
Master, 1SS45 and other applications, so your
StoreNext dealer can easily add Solidcore’s
protection to your store.

PCI: FIXING THE COST BURDEN
Including Solidcore’s optional enterprise logging,
tracking and reporting capabilities, S3 expressly
addresses 11 of the 12 PCI compliance areas.
This means you achieve compliance with less
cost and disruption, especially the ongoing
expense of carrying out PCIs “best practice”
requirements. Solidcore is also recognized by
leading PCI auditors as a “compensating
control” so you can likely avoid ongoing risks
from untested Windows patches and the hassle
of rolling administrative authentication.

PLANO, TEXAS 75024



Aujigein 1noA 01 1e81y) e SySl SNOLIBS/SIS02 Jo[E|\| @ SIeBYl pue SIS00 ‘Sysu snoLeS @ sabejuepesip Buneiado/sysii ssauisng Auely|

)SU 3e si ejep
Jaddoys alaym ssauisnq e ul aae|d ou sey abpa
a1 uo Buinll Jo |juyx syl — ABajes aananisap v @

1509 snowloua
0} Buipea| Ajjenjuana ‘Juawisaul oN @
peojumop 03 Buiylon

Buiyjou 186 noA aouis abueya oN

Buiyiou 186 noA aouis abueya oN

a|qealdde JoN

sdn-dod Buries|o pue abequeb wouy umop-mo|S @

aiepdn o3 BuiyioN @

[0J3U09 O

|041U092 O

jueldwoa-uoN @
uonsalold 4o |0J3u0d ON @
as|a buiyihiana
uanib ‘swa|qoid 1noA jo 1ses| ayl Ajgeqoid @

yum ajqredwoaur aq o3 Buiylou s,alay|

ajqejieae Bupjoesy oN
s Jolew e ‘uonasioid oN @

uabibaN @

juabibaN @
|eualew ynsme| :JuabibaN @

abeq.eb |eubip annonnsap pue
‘suojay ‘siaxoey Joy ejeuld e ale swalsAs inos @

9NIHLON 0a

LJuaym, 1ng 'y, jo uonsanb e
10U S} — 818 NoJ SnJIA Jo aweb Aysu e BuiAed
sia|ie1al anea| sajoy biq 1nq ‘sd awoy Joj AeyQ

pjingai/uea|d walsAs 10 SniIA
SNOLIBS 8UO WO} NOA S8ABS 1 JI peaye ||1s a.,noA
‘g|ssey pue sysi ‘10ge| eJIxa ‘s}s09 ay} ||e audsaq

18MI8s 10 ‘94 ‘S0d Jad teaA Jad p$-0g$ [eordAL
1aMI8s 10 ‘94 ‘S0d Jad 8suaol| p$-0e$ [eo1dAL

1aMI8s 10 ‘94 ‘S0d Jad 8suaol| p$-0e$ [eo1dAL

{1yl sjeym — aunuesenb e op 1Q
{9]1} 8y} 819]ap 01 aAeY | SAeS UBBIDS BY]

Buluueas mojs ‘$82.n0sal 47 JO %G8 BWNSUOI Ue) @

(4O A-V INys 1,usney pue
ga/\\ 8y uo Ajjeals a1,noA ) ,'speojumop Joj dois |, @

wajqold ay3 seyl
BuiyiAue op ues auoAue ‘sayoy|b A-y ou Bulwnssy

saunno. [eroads 10 SuUMop-inys
Buiaioy ‘sayepdn pijea suqiyosd Sawnawos A\-y

paziuboaal Jo papiroid I |013U0D
-abueyd anJy ou Ing ‘snuin-nue 1oy sjulod awog

uoi39a304d Jo |03U0D ON @

a|quedwod |ns ale sdde 1noA adoy Japag p,nop
Apuesul [jeisut-oine syoed aoiaias/sayoled Ajinosg @

swalsAs 1noA sadwey uo
dojs ued — Bunsal Jnoyum |jeisul sauibua p-y MmN @

ajqejieae bupjoesy oN
s Jolew e ‘uonoasioid oN @
paJayo uonoajoid oN @

a|puey 0} \-Y [euonipes)
10} ybnoy 003 aq Aew sjealyy pajeansiydos maN @

s Jolew e ‘uonosioid oN @

AJeiqi) papeojumop Juaiing
1 U0 In0ge smouy| 1l swajqoid s390[q Ajug sty

SNYIA-ILNY

891d moj e 1e — suonetado Buluiweans ajiym sisod
99uel|dwod |4 pue SysH [BINIII JSOW BY} IN0 SaAL([ @

yoene auo isnl Jaye peaye Aem a1,nop\ @
,1abio4 pue Aojda(g,, st a109pijog — suoN @
MO[3( J8pISU03 NOA |jun ‘A-y Se awes ay}noqy

SwalsAs Jalse\ueaS
pue GySS| UM aaij papiaoid g5 8109pljoS @

J0JeASIUIWPE UlBJ} 0 paa|
Buiyy poob Asan e si eyl ‘asea sy} ul pue — auop

‘%1 J0 Z/L SI peo| NdJ wnuwixe|y ‘uonepeibap oN @

alemjew jo yaleq s,Aepoy
10} speojumop Ajiep ou sueaw ,1abioj pue Aojdaq, @

Jojessiuiwpe waisAs pazioyine anoA Aq — auop Ajise3

$s990.d |e1oads ol
|ensn se of suoneaidde jo soueuajuiew pue sapesbdn @

(apim-asiidiaiua)
Seae §SQ [Jd ZL BY}JO L| Ul SYSU SaSsaIppy @

suonae wajsAs Buiueaw-|jam Jo s|jeisul 320/ @
Bunsa Jnoypm syaed Jo sajepdn smopuip) pausLIo
-Anaas ||eisul 03 ysni ou — paonpal Apealb siysiy @

Buiuuni 3,ust A-y 89uis sysu Aujignedwooul oN @

sisAjeue 1oy pabboj aq uea sabueys apo) @
swelBoud ppe uea Jojensiuiwpe pazioyine Ajug @

psxa0[q IV @

unJ pue |[eisul Jouuea
apoa paziuoyineun jo sadA asauy |je — paxa0(q ||V @

paxd0iq IV @

ajelado Jo |[eIsul ued
8p03 PaziIoyNeuN ou ‘9103p1j0S YHUM — pPayaol] ||V @

340danos

sabejuenpesip 10 S1S09 aWOS “ysU 1

51509 ‘sabejuenpesip ‘s ou o ma{ @ A

AYVINIAINS

MIVEAVd / INJINLSIANI NO NHNLIH
S31vadn 34vML40S 404 1S0I
S3HOLS INILSIX3 404 LSOD

S3401S M3IN H04 1S0J
IN3JINLSIANI NO NHN13d ANV ISN3IdX3

(34IN034 3903 1MONM
ANV ININIVHL 44VLS TVII3dS

NOILVAv493d JINVINH04HId

140443 IINVNILNIVIN FJHVMIH0S A-V
NOLLYH43d0 AVAAYIAT

SNOILVII1ddV M3AN

ONINNNY ANV INITIVLSNI

S3avd9dn NOILYIIddV ONITIVLSNI
JINVNILNIVIN NV NOILVTIVLSNI

SLININIHINDIY VSIA/dSII/13d
SH3ANNTE 44VLS

ALNIFGILVdINOINI 31vAdN INYO041V1d

ALITIGILVdINOINI INJLSAS SNHIA-ILNY
SNOILYH3dO 01 SYSIH

INIMIVHL IINVHI — NOILI3L0Hd
IN3NOANC ave — SLVIHHL TYNYILNI
INIH3dINVL — SIVIHHL TVNYILNI

S110TdX3 ANV NOILI3rNI 3009
‘SMO74-43A0 ¥344N9 — SIVIHHL ONIDHINT

SIV3HHL d3ZIVI33dS ANV Ava-043Z

"013 'SINHOM ‘S3SNYIA TYNOILIOVHL
NOILI3104d ANV NOILVNIITI MSId

POETLETE IN3LI



