
Card data breaches are now headline news.
The follow-up stories go on and on, and the
damaging publicity and loss of trust can
destroy a fine decades-old reputation. With
thousands of shoppers affected, these stories
provide an ideal mix of crime, consumerism
and fear: local TV, talk shows and newspapers
jump on fast and ride hard.

How can you avoid this kind of nightmare
when even the best payments applications
have no way of controlling external hardware
access, or keeping skimmers, sniffers and
other malware off your boxes?

T H E  N E W  B R E E D  O F  AT TA C K S
Finding viruses streaming in from the Internet
is important, but identity theft is now a well-
financed, international criminal business. With
profits rivaling traditional underworld traffick-
ing, cost is no object: we’re seeing the most
sophisticated malware that money can buy.

They’ll get into your system in many ways.
Former and disgruntled employees can be
bribed or share the profits. Service providers
and technicians can use wireless – and even
upgrade CDs – to penetrate your systems,
gather data and automatically send it to
overseas IP addresses.

Worse, the specialized attack programs and
benign-looking standard utilities used by data
thieves will never be noticed by traditional
anti-virus (A-V) products.

H O W  S O L I D C O R E  S T O P S  I T  A L L
Solidcore is an extraordinary product that
enables you to control exactly what software
may run on your POS terminals, work-
stations and servers. Simply put:

n All authorized software runs perfectly,

n No unauthorized code can load or run.

How does this work? Instead of constantly
checking a “bad-list” like typical A-V,
Solidcore blocks everything that is not
authorized on your store’s “good list.”

M A J O R  S O L I D C O R E  B E N E F I T S
Compatibility Solidcore S3 is pre-certified
and is deployed in your store just once. A-V
changes daily with no chance to test it first.

Less expensive  S3 has a lower up-front price
and no annual charges for downloads, making
it a bargain compared to A-V.

No downloads  S3’s “deploy-and-forget”
strategy eliminates the daily downloads that
sap your bandwidth and performance.

Easy maintenance  All your authorized soft-
ware can be updated with no special process.

Easy additions  New applications are easy for
the right people to install – but unauthorized
staff can’t add or change anything.

Restores performance  Standard A-V devours
up to 85 percent of a POS terminal’s CPU. S3’s
small footprint needs just 1/2 of one percent.

Plug & play  S3 is pre-integrated with Scan-
Master, ISS45 and other applications, so your
StoreNext dealer can easily add Solidcore’s
protection to your store.

P C I :  F I X I N G  T H E  C O S T  B U R D E N
Including Solidcore’s optional enterprise logging,
tracking and reporting capabilities, S3 expressly
addresses 11 of the 12 PCI compliance areas.
This means you achieve compliance with less
cost and disruption, especially the ongoing
expense of carrying out PCI’s “best practice”
requirements. Solidcore is also recognized by
leading PCI auditors as a “compensating
control” so you can likely avoid ongoing risks
from untested Windows patches and the hassle
of rolling administrative authentication.

Why You Need Solidcore
SOLIDCORE IS  YOU R SI NG L E  B EST  A NTI -B REA CH  SO L U TI O N:

S3 PROTECTS YOU R CU STO MERS’ CA RD D ATA  WH I L E  CU TTI NG  PCI  CO MPL I A NCE COSTS.

There’s a new breed of

electronic payments

data thieves. Even

“best practices” and

traditional anti-virus

programs simply can’t

stop their sophisticated

techniques and malware.

Your customers cannot

afford identity theft. 

And you can’t afford the

destructive publicity – or

the class-action lawsuits.
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