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Enhancements and Changes

Fixed Issues and Enhancements

Web GUI Changes

Enhancement

Description

1. IE6 No Longer Supported

=  Notice

= Internet Explorer version 6 is no longer supported for use with the Web
Client. Incompatibility issues affect printing.

2. Web Client supports the
use of IE10

= Certification

= The Web Client has been certified to support IE10, as well as previous
versions as early as IE6.

3. Known Compatibility issue
with IE10 and Microsoft
Print Control

=  Notice

=  There is a known issue with printing in IE10 because of an incompatibility
between the Microsoft Print Control and IE10.

=  When using old print settings (rsprint), a crash may occur when attempting
to print.

4. Add the Host Response
Code to the transaction
details screen in
transaction search

=  Enhancement

= Added the Host Response Code to the Transaction Search details page. The
Host Response Code that is returned by the bank is now displayed.

5. Remove "Search Current
Transactions" option from
Host Settlement and
Exceptions Reports

=  Enhancement

=  Ascurrent day transactions have not been settled, they will never appear in
host settlement reports.

= To avoid confusion, the "Search Current Transactions" radio button has
been removed from the Host Settlement Report (HSTO1) and the from Host
Settlement Exceptions (HST02) report.

Enhancements and Changes
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Enhancement Description
=  Enhancement
= Navigation menus in the web portal have been renovated for easier
navigation.
=  The Personal section that previously resided on the main navigation bar has
been moved to the Header area in the top right of the screen and is now
labeled “My Account”.
6. Navigation renovation = The links to Customer Service and Terms and Conditions have been

combined into a new “Help” option that resides in the top right of the
screen.

= When using a Management Company, upon selection of a specific company
to manage the theme (title, logo, etc.) will change to indicate you are now
managing a single company.

Section 2 on this

=  Enhancement

7. Transaction Search
improvements = Minor cosmetic improvements have been made to the Transaction Search
interface to improve customer experience.
8. Transaction Search for = Enhancement
amount §earches both = When performing a Transaction Search for an amount, the search routine
Transaction Amount and will search both the Transaction Amount and Approved Amount fields for
Approved Amount fields matches.
=  Enhancement
9. Update OFL11 & OFLO1
reports for consistency with | *  Cosmetic changes were made to the Offline Approved Transactions and
other OFL reports Offline Final Disposition Report to provider consistency with other offline
reports.
= Enhancement
10. Store Monitoring Lane
Display Enhancements = Cosmetic changes have been made to the lane details in Store Status
Monitoring to improve customer experience.
=  Fixed
11. After regenerating a key in =  Corrected an issue with the Web Client Store Status Monitoring section
SSM, the create request where selecting the option to regenerate new keys for a lane would cause
button is greyed out for other lanes’ request button to also be grayed out.
subsequent lanes. . .
9 = This has been corrected such that the button is grayed out only for the
selected lane, and only until the request has been processed.
12. Clicking Transaction Search | *  Fixed

while already viewing
results causes an error

=  Fixed an issue where clicking Transaction Search while viewing search
results search caused an error.

Enhancements and Changes
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Enhancement

Description

13. SSRO2 and SSRO3 reports
get an error if a transaction
has a non-numeric lane
number or cashier number

Fixed

Corrected an error in the Store Sales Summary by Store and Lane and Store
Sales Summary by Store and Cashier reports that caused the reports to not
be displayed if the lane number or cashier number had a non-numeric
character.

14. Corrected Filtering
Transaction Search results
by missing fields

Fixed

Fixed an issue in Transaction Search where filtering by a value that was not
present in the results caused an error.

15. Can't see filter options
when grid displays no
results

Fixed

In the WebClient, when a limited number of records are returned, and they
were filtered such as to display no information, the grid controls would
often become inaccessible.

This has been corrected such that an “Empty” template is displayed that
contains all search and filter controls.

16. Error with Store Groups in
User Management

Fixed

Corrected issue with Store Groups containing inactive Store.

17. Gift Card Deactivations
showing as positive amount
in host settlement report

Fixed

Fixed an error in host settlement reports where Gift Card Deactivations
were incorrectly showing up as a positive amount instead of negative.

Gift Card Deactivations will now show as a negative amount.

18. Host Code Translation
incorrect

Fixed

Corrected an issue with incorrect Host Code Translation for store specific
entries.

19. Store Monitoring null
reference error

Fixed

Fixed an issue in Store Monitoring where a lane with an invalid drive space
value would cause an exception.

20. Usersin new groups don’t
get reports until SAMS is
cycled

Fixed

Fixed an issue in scheduled reports where users in new groups would not
receive reports immediately.

Enhancements and Changes
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Enhancement Description
=  Fixed
21. Transaction hosts page = Corrected an internal issue where using the transaction hosts page for a
should only lock on host single host prevented working on other related hosts.

family and environment =  This has been corrected to lock only the specific host and family

environment in use.

Enhancements and Changes
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Terminal Changes

Enhancement

Description

1. Support TAVE: VeriShield
P2PE with FirstData

Stand Beside Solutions
VeriFone Vx570

Enhancement

Enhancement

Support is now offered for TAVE (TransArmor VeriFone Edition), a Point to
Point Encryption (P2PE) methodology processed through First Data, using
VeriFone terminals.

TAVE uses Format Preserving Encryption (FPE) to make the encrypted data
appear in the same format as standard card numbers. The PAN portion of
the track data sent from the pinpad to the host will have the same first 6
and last 4 digits as the real PAN, but the middle 6 digits will be an encrypted
representation of the middle 6 digits of the real card number. The host will
return a token that is formatted the same as a PAN that can be used for any
follow up transactions such as Voids or Pre-Auth Completions as well as
analytics, but that cannot be used to perform a new purchase.

TAVE is available for use with the VeriFone MX9XX devices.

Merchant setup for the use of TAVE includes either purchasing new MX9XX
devices that will ship to the merchant already encrypted, or will require the
merchant to ship any existing terminals to a specified Key Injection Facility
(KIF) to be injected. Typical TAVE setup procedures require an in-depth,
multi-part implementation process that includes testing within the
merchant environment to ensure that TAVE can be properly supported, as
well as signing up with both First Data and VeriFone.

Description

1. No Change to Stand Beside

Host Changes

Enhancements and Changes
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All Hosts

Enhancement

Description

1. ECA Receipt Text for all
hosts

ACI

Enhancement

=  Fixed

= Corrected ECA Receipt Text to be correctly provided for all hosts. Previously
it had only been provided for the BYL and TRN hosts.

= Default ECA text has been created for all other hosts.

Description

1. New ACI Interfaces

= New Host

=  Added new, customer specific ACI host interfaces.

2. Support Raw MICR in ALL
ACI Hosts

=  Enhancement

= All ACl hosts now support Raw MICR.

3. Support for EBT, Fleet, FSA,
Phone Card, Blackhawk Gift
Card, CVV2, AVS in ACI

=  Enhancement

= Support for EBT, Fleet, FSA, Phone Card, and Blackhawk tenders have been
added to ACI hosts.

= Support for CVV2 and AVS fields have also been added.

4. Change the processing
code for Private Debit

=  Fixed

=  Corrected the processing code sent to ACI for Private Debit transactions to
match the ACH code.

5. Odometer reading for
Private Credit

= Send odometer reading to ACI host if received from the lane on Private
Credit fuel transactions.

6. Update ACl host & Add
Voucher Clear Functionality

=  Enhancement
= Updated ACI host interface to meet customer requirements.

= Add support for Voucher Clear application functionality.

Enhancements and Changes

Version

Version
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Enhancement Description Version TF:
7. Telecheck Host Interface = New host interface for Telecheck

ADS

Enhancement Description

1. No Change to Host

Chase Paymentech

Enhancement Description

1. No Change to Host —

Concord: EPC Format

Enhancement Description

=  Fixed
1. Fleet Product Data, Service
Level Entry = Corrected an issue with sending an incorrect 'Service Level' value to

Concord EPC under certain conditions.

2. Incorrect values in the = Fixed

SettlementBatchTotals =  Fixed an issue with calculating Connected Payments totals for the Concord

table EPC host on the Host Settlement Report.

Enhancements and Changes 10
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Enhancement

Description

3. Incorrect Cash Back
Amount in Reversal
Request

Concord: H&C Format

Enhancement

=  Fixed

= When building a Reversal message for Concord EPC, Connected Payments
was incorrectly using the Requested Cash Back amount instead of Approved

Cash Back Amount.

=  This has been corrected so that the reversal message uses the amount that

was actually approved.

Description

1. Send Discover the Retrieval
Reference Number on
secondary transactions

=  Enhancement

= Concord is now returning the Discover Retrieval Reference Number on
Discover Card transactions. This value is now sent to the host on all
secondary Discover Card transactions.

2. Return balance on GC
Declines.

Elavon

Enhancement

=  Fixed

=  Fixed an issue where the gift card balance was not being sent back to the
lane on declined gift card for Concord H&C.

= SPP Blackhawk gift cards do not return balances.

Description

1. Send lane number to
Elavon host

=  Enhancement

= Added lane number to transaction messages sent to Elavon.

Enhancements and Changes
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InComm Host

Enhancement

Description

1. No Change to Host

Lynk

Enhancement

Description

1. No Change to Host

MPS (Fifth Third) / Vantiv

Enhancement

Description

1. Vantiv eWIC support

Shazam

Enhancement

=  Enhancement

=  Added eWIC support to Vantiv host interface.

= Certification to the Vantiv host is ongoing and has not been completed

yet.

Description

1. No Change to Host

Enhancements and Changes
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Solupay/Echo

Enhancement Description
1. No Change to Host -

SVDot Gift Card Host

Enhancement Description

1. No Change to Host

TDMS (TD Merchant Services)

Enhancement

Description

1. No Change to Host

Enhancements and Changes
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Enhancement Information

Voucher Management

Voucher Management is available thought the main Dashboard dropdown list, under the Management

dropdown.

My Account | “im Logout
Help \

MTX b & ServerEPS Dashboard

Transaction Search Reports [l Management ~ Monitoring Administration
Voucher Management

a. Test Company Voucher Managem

Search Criteria: New Search

Store(s): ‘ Select a Store... 5 ‘ (i ]

Voucher Management :/

Last Refresh: 10/11/2013 10:19 PM (UTC)

Summary infermation displayed in the "Select a Store..."
dropdown list is updated at a set interval for your Company.
Search Store(s) and/or Store Group(s) to see immediately
available Voucher transactions for your Company in real-time.

The store list dropdown will display your list of stores, and the number of Voucher transactions associated

with that store.

Enhancement Information 14
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Search Criteria: New Search

Store(s): |

Ki

MTXEPS - Test Store 1
0 Voucher Transactions

MTXEPS - Test Store 2
0 Voucher Transactions

MTXEPS - Test Store 3
0 Voucher Transactions

MTXEPS - Test Store 4
0 Voucher Transactions

MTXEPS Test Store 5
0 Voucher Transactions

m

You can use the drop down to select any store that has associated Voucher transactions to view a listing

of those transactions.

Once the listing is displayed, you can select any of the displayed transactions to update.

Search Rezults: 0 Record(z)

2 Search Results

2 Refresh [~ Export = Print

[ Local Date & Time | uTCc

H Transaction H Seq# ” Account

|| store # ][ Lane ][ Tender

|[ Trans amt | Auth code || Voucher # | Attempts || Last Attempt Time (UTC) |[ Last Attempt By || Status ||

10114/2013 407 PM  10/14/2013 11:13 PM 4 foice Auth 03 0 $2.00 0 Ready
101147201 08 PM  10/14/2013 11:15PM 4 $1.32 0 Ready
1011472013408 PM  10/14/2013 1117 PM 4 $4.00 0 Ready
101142013 4.09PM 10142013 1119 PM 4 $1.00 0 Ready
101142013409 PM  10/14/2013 1121 PM 4 $2.00 0 Ready
10114/2013 4:10PM  10/14/2013 11:23 PM 4 5.00 0 Ready
10142013 411 PM 101142013 1125 PM 4 32 0 Ready
10142013 412PM  10/14/2013 1126 PM 4 0 Ready
1011472013412 PM  10/14/2013 1129 PM 4 0 Ready
1011472013 4:12PM  10714/2013 11:30 PM 4 3 0 Ready
10114/2013 413 PM  10/14/2013 11:32 PM 4 $5. 0 Ready

Click the transaction to update and the update screen will display.

Enhancement Information 15
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Voucher Submission X

"

Transaction Information

Company #: 211

Company Name: Test Company

Store #: 4

Store Name: 4 - Test Concord 2

Lane: 01

Sequence #: 10030

Local Time: 10/14/2013 4:07:34 PM

UTC: 10/14/2013 11:13:44 PM

Card Type: EBT Food Stamp Generic

Account #: 507685...0990

Tender: EBT Food Stamp

Transaction: \oice Auth

Auth Code:

Voucher #: 12345678

Transaction Amount: $ 200
Prev | Submit || Delete | Next

From this screen, you can update the Voucher’s Auth Code, the Voucher #, and the Transaction Amount;
however the Transaction Amount can never be increased, only decreased. After filling out all missing
information, you may click the Submit button to submit the voucher for processing to the host. A voucher
may not be submitted until all missing information is provided.

If you wish to remove a Voucher, you may select the Delete option; this option will remove the voucher
from the queue. Be certain you wish to do this, as there is no confirmation required — pressing the Delete

button will remove the voucher immediately.

The Prev and Next buttons can be used to cycle through the vouchers that are displayed, wtihotu the
need to leave the Voucher Submission screen.

Once you are done, you may exit the Voucher Submission screen by clicking the X at the top right corner.

Enhancement Information 16
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TAVE

Support is now offered for TAVE (TransArmor VeriFone Edition), a Point to Point Encryption (P2PE)

methodology processed through First Data, using VeriFone terminals.

TAVE is available for use with the VeriFone MX9XX series devices.

TAVE uses Format Preserving Encryption (FPE) to make the encrypted data appear in the same format
as standard card numbers. The PAN portion of the track data sent from the pinpad to the host will have
the same first 6 and last 4 digits as the real PAN, but the middle 6 digits will be an encrypted
representation of the middle 6 digits of the real card number. The host will return a token that is formatted
the same as a PAN that can be used for any follow up transactions such as Voids or Pre-Auth

Completions as well as analytics, but that cannot be used to perform a new purchase.

Initial boarding by First Data and VeriFone involve a series of steps that must be performed by the
Merchant in order to enable TAVE. These steps include injecting the MX device with the proper keys and
signed configuration files. Generally this requires that terminals be purchased for the solution already set
up, or the terminal must be shipped to VeriFone in order to process the injection. These files may include
custom settings for unique keys per device and BIN exclusions. This injection must be done per VeriFone

requirements.

Once the merchant has completed all necessary setup steps with First Data and VeriFone, setup within
the Connected Payments environment is simple, and requires that Retalix Operations be contacted and
informed about the desire to implement TAVE so they can perform the needed back end setup, and that
the Merchant configure their lanes with the “VeriShield Enabled” options as shown below, in the PIN Pad

Configuration tab of the Integrated Terminal Configuration.

Enhancement Information 18
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Integrated Terminal Configuration
Lahguage
Config Name |TerminaICDnﬂguratiun.me o ? ELL 2 3

Tender Eonfiguralionl Tranzaction Sequence  FIN Pad Configuration l Miscellaneous] Mizc Prompts

OperEPS PIN Pad Type [SCAT-MX315 |

OpenEPS PIN Pad

SCAT Com Portt |6 -

Screen File Narne |

Terminal

Welcome to My Store

[Select PaymentType

Tender Button Label
Button 1 | Credi x| |Credt
Button 2 | Debit | |Dekit
Button 3 |EBT | [eBT
Button 4 | ﬂ |
Button & | ﬂ |
Button & | ﬂ |
[ Allow Enter=YES / Clear=N0 in addition to screen buttorss ; Si?izvhiE;TdstE::;ligtered Cazh Back in Cents (instead of ‘Whole Dollars)

POS Controlled PIN Pad

[~ Card Reader Attached to POS
[~ PFIN Pad attached o POS

At the initial lane sign on, OpenEPS will register the TAVE-enabled PINPad device with First Data. Once
the registration process is successful the device will be available for use. Should the device registration

fail, OpenEPS will mark the terminal as dead as a safety measure and the PINPad will be unable to

process financial transactions.

Enhancement Information 19
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Retalix

Retail Future Ready™
Retalix Global Payments
85 Argonaut

Suite 150

Aliso Viejo CA, 92656

Tel: 949-614-1600

E-mail: ConnectedSupport@retalix.com

Web site: http://www.mtxeps.com/

Retalix Ltd. Corporate Headquarters

10 Zarhin Street

P.O. Box 2282
Ra'anana 43000, Israel
Tel.: +972 9 7766677

Fax: +972 9 7400471

Retalix USA Inc. Headquarters
6100 Tennyson Parkway
Suite 150, Plano, TX 75024 USA

Tel.: +1 469 241 8400

E-mail: info@retalix.com

Web site: http://www.retalix.com

Contact Information
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