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Section 1 — Connected Payments Fixed Issues and Enhancements
Server Changes

Section 1

Connected Payments Fixed Issues and
Enhancements

Server Changes

Enhancement Description

e Enhancement
1. Pre-Auth Completion

Transaction totals e The Web Services summary reports have been updated to include Pre-Auth
Completion transactions in the totals.

e Enhancement

e A new web services report is available that displays the Serial Number of the
Pin Pad at each POS lane.

o The following models of terminal support Serial Number reporting:
Hypercom ICE5500
Hypercom ICE6000
VeriFone MX830/850/860/870
VeriFone Omni 490 (If burned at time of manufacture)

. . VeriFone Omni 7000

2. Pin Pad Serial Number VeriFone Vx 570 Stand Beside

Report VeriFone Vx 670 (Terminal not available for OpenEPS Direct)

e  Serial Number reporting requires the use of OpenEPS version 825.0 or higher
at the POS lanes.

e Serial numbers are being collected starting with this release. Though a few
customer installations have previously reported serial numbers for tracking,
for efficiency these records will not be transitioned to the new database
format.

e See Section 2 for additional Information.
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Section 1 — Connected Payments Fixed Issues and Enhancements
Server Changes

e Enhancement
e A fuel lane interface is now available for use with the Web Services.

3. Fuel Interface e Fuel transactions are currently supported only for the Concord H&C host.

e This interface requires the installation of software at the store to coordinate
the communication between the fuel lanes and the web service host.

e For additional information on this product contact sales@mtxeps.com.
e Enhancement

e The following Concord response codes have been updated or added.

C43 12 Error Call Help - TR Invalid Transaction (ND)

D10 12 Error Call Help - TR Invalid Transaction (ND)
Error Call Help - NT Unable to locate

D14 25 Record(ND) P
Error Call Help - NT Unable to locate

D20 25 Record(ND)

D25 96 Error Call Help - SE System Malfunction (ND)
Error Call Help - NT Unable to locate

D26 25 Record(ND) P

D28 30 Error Call Help - FE Format Error (ND)
Invalid Transaction - Not permitted to

D39 58 Terminal (ND)

D40 04 (E’\rlg))r Call Help - SQ Duplicate Transmission

D41 o5 Errqr Call Help - NT Unable to locate Record
on file (ND)

E22 12 Error Call Help - TR Invalid Transaction (ND)

. E24 13 Error Call Help - AM Invalid Amount (ND)
4. 5;;;‘;”53 Code mapping R10 61 Velocity Decline (NO)

R11 61 Velocity Decline (NO)

R12 61 Velocity Decline (NO)

R13 61 Velocity Decline (NO)

R14 61 Velocity Decline (NO)

R15 61 Velocity Decline (NO)

R16 61 Velocity Decline (NO)

R17 61 Velocity Decline (NO)

R18 61 Velocity Decline (NO)

R20 61 Velocity Decline (NO)

R21 61 Velocity Decline (NO)

R22 61 Velocity Decline (NO)

R23 61 Velocity Decline (NO)

R24 61 Velocity Decline (NO)

R25 61 Velocity Decline (NO)

R26 61 Velocity Decline (NO)

R27 61 Velocity Decline (NO)

R28 61 Velocity Decline (NO)

R29 61 Velocity Decline (NO)
Invalid Transaction - Not permitted to

R31 58 Terminal (ND) P
Invalid Transaction - Not permitted to

R32 58 Terminal (ND) P
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Section 1 — Connected Payments Fixed Issues and Enhancements
Server Changes

Invalid Transaction - Not permitted to
R33 58 Terminal (ND)
Invalid Transaction - Not permitted to
R34 58 Terminal (ND)
Invalid Transaction - Not permitted to
Ral 58 Terminal (ND)
Invalid Transaction - Not permitted to
RA42 58 Terminal (ND)
Invalid Transaction - Not permitted to
R43 58 Terminal (ND)
Invalid Transaction - Not permitted to
Ra4 58 Terminal (ND)
R51 66 Secondary ID Needed [Driver's Licence] (NF)
Invalid Transaction - Not permitted to
R52 58 Terminal (ND)
Invalid Transaction - Not permitted to
R54 58 Terminal (ND)
Invalid Transaction - Not permitted to
RSS 58 Terminal (ND)
Invalid Transaction - Not permitted to
R56 58 Terminal (ND)
Invalid Transaction - Not permitted to
RS7 58 Terminal (ND)
Invalid Transaction - Not permitted to
R58 58 Terminal (ND)
Error Call Help - NT Unable to locate Record
RS9 25 on file (ND)
Invalid Transaction - Not permitted to
R60 58 Terminal (ND)
Invalid Transaction - Not permitted to
R61 58 Terminal (ND)
R62 94 (ENrg))r Call Help - SQ Duplicate Transmission
U1l o5 Error Call Help - NT Unable to locate Record
on file (ND)
ui2 13 Error Call Help - AM Invalid Amount (ND)
U13 o5 Error Call Help - NT Unable to locate Record
on file (ND)
ui4 13 Error Call Help - AM Invalid Amount (ND)
u21 96 Error Call Help - SE System Malfunction (ND)
u22 96 Error Call Help - SE System Malfunction (ND)
u23 96 Error Call Help - SE System Malfunction (ND)
U3l 30 Error Call Help - FE Format Error (ND)
Error Call Help - NT Unable to locate Record
u32 25 on file (ND)
U33 94 (E’\rlg)r Call Help - SQ Duplicate Transmission
u34 12 Error Call Help - TR Invalid Transaction (ND)
U36 12 Error Call Help - TR Invalid Transaction (ND)
Error Call Help - NA Issuer Unavailable [try
u2Db 91 local] (ND/AB)
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Section 1 — Connected Payments Fixed Issues and Enhancements

Server Changes

Enhancement

Description

5. Declined advice transactions
failing to pass store number

Fixed

The Proxy Client was not properly passing on the store number that was
included in the transaction information from OpenEPS for declined advice
transactions.

This has been corrected so that the Proxy Client passes along the store
number for declined advice transactions in the same way as other transaction

types.

6. Change option name from
"Show Print Options" to
"Show Column Options"

Enhancement

The "Show Column Options” link on the Transaction Search page of the Web
Services page has been updated with the new name of "Show Print Options".

This change was made to improve clarity, as the Show Print Options feature
can be used to modify both the Transaction Search display and the printing of
displayed results.

7. Pre-Auth and Completion
report enhancement

Enhancement

Pre-Authorization transactions and Completion transactions are linked on the
Pre-Auth & Completion report.

8. Transaction Search legend
missing the FSA identifier.

Fixed

On the Transaction Search page the legend indicator for FSA was absent.
The “H — FSA” identifier has been added to the legend.

9. Corrected typo in Account
lockout error message

Fixed

The account lock out message had typos in the text; these have been
corrected.

@] 7)StoreNext
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Section 1 — Connected Payments Fixed Issues and Enhancements

Server Changes

Enhancement

Description

10. Restrict Web Service GUI
access based on IP address

Enhancement

A new option to restrict access to the Web Service GUI and Configuraiton
Manger based on IP address has been implemented.

This option allows one or more IP addresses or ranges of IP addresses to be
specified that are allowed to connect to the Web Service GUI for their
company number. If a connection is attempted from outside the allowed IPs,
the connection will be refused.

When a login to the Web Services from an IP address that is not allowed is
detected the error message “Access has been restricted for your company”
will be displayed.

Attempted login to the Configuration Manager from a restricted IP will result in
a failed login with no special message.

This feature is available only by direct request to MTX, and is not part of the
Web Services configuration GUI. Contact MTX support if you need this
feature set up for you company.

11. Complete user listing report

Enhancement

A new report is available that will display all the users set up for a company,
including the RootAdmins group users.

This report shows both active and inactive users and displays the last login.

See Section 2 for additional Information.

12. Voided BUYCheck
transactions reported as
negative amount

Fixed

Voided BUYCheck (paper) transactions were being incorrectly reported as a
negative value under ECC checks in the Host Settlement Report.

This has been corrected so that no negative amounts occur, and the voids
properly remove the corresponding purchase amount only.

13."All Stores Access" option in
Store Access List

Enhancement

A new user account option has been added to the Administration > Store
Access page that will allow user accounts to be granted access to all stores.

When the "All Stores Access" option is selected, the user selected is granted
access to all current stores. When new stores are added, the user account
will automatically be updated to receive access to the newly added stores.

See Section 2 for additional Information.

14. Voided Transactions Totals
report not displaying Tender

Type

Fixed

The tender type was not displaying properly on the Voided Transactions
Totals report (TRNO03). This has been corrected so the tender type is how
displayed.

@] 7)StoreNext
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Section 1 — Connected Payments Fixed Issues and Enhancements
Server Changes

Enhancement

Description

15. New reports policies

e Enhancement

e When a new report is added to the Web Services interface, access to the
report is granted only to administrator accounts. Administrators will need to
modify the access rights of appropriate groups to grant them access to the
new reports.

e To maintain a consistent user experience, when new reports are available
they are added to the end of the report list.

16. Pin Pad Serial Number
searchable field in
Transaction Search

e Enhancement

e Pin Pad Serial # has been added as an available search criteria field on the
Transaction Search page.

17. 1P Address Logging for Web
Services

e Enhancement

e For additional security, the Web Services have been enhanced to log the IP
address of any client connecting to the web page.

e  This information is for use by MXTEPS for security monitoring, and is not
available to Web Service users.
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Section 1 — Connected Payments Fixed Issues and Enhancements
Stand Beside Solutions

Stand Beside Solutions

VeriFone Vx570

e New Terminal

e The VeriFone Vx570 is now supported for use with the OpenEPS Direct
payments solution. This stand-alone terminal connects via Ethernet through a
standard broadband internet connection to the payments host.

e The Vx570 is PCI/PED approved and features encrypted communications
from the terminal to the payments host.

1. Vx570 Stand Beside Solution | ®* The VX5;O supports the following:
Credit

Debit

EBT (Food and Cash)

Check (ECC with MagTek miniMICR)
Zip Code and CVV2 entry

Serial Number reporting

e Credit to Debit Conversion is not currently supported with the Vx570.

e Dial backup is not yet available.
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Host Changes

Section 1 — Connected Payments Fixed Issues and Enhancements

Host Changes

Chase Paimentech

1.

-No Change to Host -

Concord: H&C Format

2. Support RFID entry mode

Enhancement

The Manual Entry Flag in the Concord H&C message will now be set to "2"
for RFID transactions.

MPS iFifth Thirdi

1.

-No Change to Host -

Shazam

1.

-No Change to Host -

m@ s)StoreNext
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Section 1 — Connected Payments Fixed Issues and Enhancements
Host Changes

Soluiai/Echo

1. -No Change to Host - PY—
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Section 2 — New Features
Complete User Listing Report

Section 2
New Features

Complete User Listing Report

A new report is available that displays a list of all the users set up for a company, including the
RootAdmins group users.

This report shows both active and inactive users and displays the last login.

As with all new reports, access to view this report is automatically granted only to the
Administrators and Root Administrator user groups. Administrative users may grant the right to
view this report to any other group by adjusting that groups reporting rights in the Administration
> Group Management section.

Home =+ Company =» Reports = Previous Report Home  Logoff
4 4 of 1 [ Rl 100% v Find | Next | Select a format w|Export |3 =
Active Users List Tesk Company Run by 1 Example User ~
Date @ Current
Group Administrators
Administrators Example User Example User Mane
Administrators Example User Example User Jun 26 2008 3:19PM
Adrinistrators Example User Example User Mar 14 2005 2:28PM
Adrministrators Example User Example User Mone
Adrministrators Example User Example User Jul 3 2008 7:474M
Administrators Example User Test User Mone
Administrators TestDeactivate Test Deactivate Mar 12 2008 10:45PM
Administrators TestUser Test Usar Jul 3 2003 8:244M
Group Reporting
Reporting Example User Example User Jun 25 2008 7:074M
Reporting Example User Example Usey Qct 10 2007 2:37PM
Reparting Example User Example User Dec 21 2007 10:414M
Reporting ‘Webaccounting web Accounting Sep 30 2007 9:35PM
Group RootAdmins
RootAdmins Example User Example User Jun & 2008 12:29PM
RootAdmins User User Apr 24 2008 2:37PM
RootAdmins Example User Example User Feb 26 2003 5:074M w
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Section 2 — New Features
Pin Pad Serial Number Report

Pin Pad Serial Number Report

A new web services report is available that displays the Serial Number of the Pin Pad at each
POS lane. This report can be used for tracking the terminals in use at store locations.

All serial numbers that have been reported will be displayed. If a lane has had more than one
terminal attached, the serial numbers for all the terminal will be shown, along with the date they
were first implemented.

The following models of terminal support Serial Number reporting:
Hypercom ICE5500

Hypercom ICE6000

VeriFone MX830/850/860/870

VeriFone Omni 490 (If burned at time of manufacture)
VeriFone Omni 7000

VeriFone Vx 570 Stand Beside

VeriFone Vx 670 (Terminal not available for OpenEPS Direct)

Serial Number reporting requires the use of OpenEPS version 825.0 or higher at the POS lanes.
Lower versions of OpenEPS do not report the terminal serial numbers.

Serial numbers are being collected starting with this release. Though a few customer
installations have previously reported serial numbers for tracking, for efficiency these records
will not be transitioned to the new database format.

As with all new reports, access to view this report is automatically granted only to the
Administrators and Root Administrator user groups. Administrative users may grant the right to
view this report to any other group by adjusting that groups reporting rights in the Administration
> Group Management section.

0:38 Home =+ Company =+ Reports = Previous Report

4 4 of1 Pkl 100% he Find | Mext | Select a format w|Export (3] =]

PIN Pad Serial Number Report Test Campany Run by : Example User
Date : Current

Page 1 of 1 Run 7/3j2008 11:55:53 AM @2007, 2008 MTXEPS, Tnc, Al Rights Reserved DMT25 (3142)
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Section 2 — New Features
All Stores Access

All Stores Access

A new user account option has been added to the Administration > Store Access page that will
allow user accounts to be granted access to all stores.

When the "All Stores Access" option is selected, the user selected is granted access to all
current stores. When new stores are added, the user account will automatically be updated to
receive access to the newly added stores.

= Administration =» Store Access Home  Logoff
*
/)stOrENext Test Company
¥ Home
~ Company Currently Selected User: | Selecta user v
b Company Profile &ll Stores Access: @

I Stores ) )
I Config Managernent QU|Ck Assignment

I Transaction Search

Grants user access ko all company stares including Future
skores,

¥ Reports Store:
- Previous Report
T Relceg All Stores
I My Profile

I Login History
I Change Password
w Adrninistration
P User Management
> Group Management
I Group Activities
I Store Access
I Log Off

When a user is selected in the Currently Selected User dropdown box, and the All Stores
Access checkbox is checked, the Quick Assignment and All Stores sections will disappear.
When this occurs the user has been granted the “All store Access right” and you may exit the
screen.

There is no ‘save’ or enable option, checking the checkbox sets the user right.
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