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PCI Standards — PCI Introduction
What is PCI?

PCIl Standards

PCI Introduction

What is PCI?

The Cardholder Information Security Program (CISP) was initiated by the Visa card company to
create a set of standards for securing cardholder information. These CISP requirements have
formed the basis for the latest set of standards: Payment Card Industry (PCI) Data Security
Standard. These PCI standards are now administrated by an independent PCI Security
Standards Council, and embraced by credit issuers such as American Express, Discover
Financial Services, JCB, MasterCard Worldwide and Visa International.

The latest information on PCI standards can be found on the PCI Security Council website:
www.pcisecuritystandards.org.

What does PCI mean to me?
The information contained in this document defines the responsibilities of the user to create and
maintain a PCl compliant environment for the payment software to be deployed in.

Failure to maintain a PCl compliant environment may result in fines, penalties,
restrictions, and financial responsibility for misused cardholder information.

To meet PCI requirements, the environment in which payments software is deployed must be
properly configured. The payments software that MTXEPS, Inc. produces and its supporting
applications have been made compliant with PCI standards, but for the entire system to properly
maintain the required security for cardholder information, specific further setup is required.

This document is designed to define the methods of deployment for MTXEPS payments
software products and supporting applications that uphold PCI requirements and best practices.
This document outlines requirements for creating a PCI compliant environment for the MTXEPS
payments software only; the user is responsible for knowing an adhering to all additional,
current PCI requirements beyond those addressed within this document.

; S PCl Recommendations Guide 1
) Document Date: July 16, 2008
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Network Requirements

PCl Merchant Environment

Installation Environment

MTXEPS provides PCI compliant payments software products, but the environment into which
they are installed has an impact on the safety and security of cardholder information that is used
to process transactions.

Network and physical security are the responsibility of the end user; for the production
environment to be fully PCI compliant the below recommendations have been made. Again, it is
advised to review the PCI requirement document that can be acquired by contacting the PCI
Security Council, or visiting their web site (www.pcisecuritystandards.org).

This chapter covers PCI recommendations that are applicable to the merchant environment
and/or to all MTXEPS payments software. For application-specific information consult the
appropriate chapter for that payments application.

Network Requirements

PCI requires that the production environment be engineered to protect cardholder information. It
is the user’s responsibility to provide a secure networking environment, including providing
security for any needed web based access and properly managing any external network
connections such as VPNs and remote software access.

Payments software should not be installed on servers that provide a different network function
than payment processing; this means, for example, that WinEPS can be installed on the same
system that runs the POS back office, or other payment applications, but should never be
installed on systems that perform network functions such as DHCP, DNS, routing, web services
etc (PCI section 2.2.1).

Make sure that virus scanning software is present within the payments environment. PCI
requirements state that virus scanners be up to date, active, and be capable of writing log files.

PCI requirements state that all software in the payments environment must have the latest
security updates and that all security related updates be installed within a month of their
release.

The PCI standard requires that access to all systems in the payment processing environment be
protected through use of unique user accounts and complex passwords. Unique user accounts
indicate that every account used is associated with an individual user and/or process with no

: S PCl Recommendations Guide 2
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PCI Merchant Environment — Installation Environment
Network Requirements

use of group accounts (accounts which are used by more than one user or process). This
ensures that actions taken can be logged and traced back to individual, authorized users.

Additionally any default accounts provided with operating systems and/or devices should be
removed/disabled/renamed (PCI section 2.0) before implementation in the payments
environment.

The PCI standard requires the following password complexity for compliance:
Passwords must be at least 7 characters

Passwords must be include both numeric and alphabetic characters
Passwords must be changed at least every 90 days

New passwords can not be the same as the last 4 passwords

Below are the other PCI account requirements beyond uniqueness and password complexity:
e If anincorrect password is provided 6 times the account should be locked out.
e Account lock out duration should be at least 30 minutes (or until an administrator resets
it).
e Sessions idle for more than 15 minutes should require re-entry of username and
password to re-activate the session.

Networks should be tested for vulnerability on a regular basis. Many systems are required to be
tested at least quarterly (See PCI sections11.2 - 11.3)

: S PCl Recommendations Guide 3
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LAN Setup

The Local Area Network requires both physical and electronic security. It is the responsibility of
the Merchant to provide appropriate physical and electronic security to protect customer card
information. This section covers some specific suggestions for LAN network security relating to
MTXEPS payments software.

Merchants should prevent unauthorized access to any directory that contains payment
application logs, configuration files and/or program files. Only Administrative user accounts
should be granted access to these directories, plus accounts that are required by the payments
application itself to run or perform its assigned function. See the individual chapters for each
payment application for further information on directories to restrict.

Merchants should install and maintain firewalls according to PCI Requirements Section 1 to
prevent unauthorized access to the payments network.

Servers and systems containing customer card information must also be protected physically.
Any server where sensitive card data is stored should be placed in a secure server room to
prevent unauthorized access to the physical hardware which could compromise security

POS systems at the lane should be made as difficult to gain unauthorized physical access to as
feasible.

LAN Network
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Wireless Networking

When installing a payments application into a production environment that includes wireless
networking, additional requirements must be met. PCI requirements section 1, 2 and 4
(specifically 1.3, 2.1.1, & 4.1.1) should be reviewed for complete information on wireless setup.
The following information is provided to assist in wireless setup:

Vendor supplied defaults (administrator username/password, SSID, and SNMP community
values) should be changed

For wireless networks that transmit cardholder data, encryption must be in use, such as:
WPA or WPA2, IPSEC VPN, SSL/TLS at 128 bit. If WEP (Wired Equivalency Protocol) is
used, it must have at least a 104-bit encryption key and 24 bit-initialization value and must
be used with WPA or WPA2, IPSEC VPN, SSL/TLS.

Messages exchanged between separate portions of the MTX payment software are
encrypted; this encryption satisfies PCI requirements on card holder data transmission
across wired LAN networks, but additional encryption and security is necessary for wireless
networks, as noted above.

If WEP keys are changed manually, they must be rotated at lease quarterly and whenever
key personnel leave. Keys may be rotated automatically if the hardware supports this.

Wireless connection points should be secured with the appropriate use of firewalls.

Firewall/port filtering services should be placed between wireless access points and the
payment processing environment with rules restricting access.

Access points should restrict access to known authorized devices (using MAC address
filtering).

: S PCl Recommendations Guide 5
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WAN Setup / External Connections
This section covers requirements for WAN setup and external connections, such as VPNs into
the LAN, and connections from WInEPS to the payments processor.

Payments software and components should never be deployed onto systems with direct internet
access. Payments software should be deployed on servers that reside behind firewalls, with
communication to any external financial processor secured and allowed through the firewall.
The firewalls must be configured to protect cardholder information contained within the
payments software by limiting the incoming and outgoing connections to only those which are
required. PCI Section 1 covers firewall requirements.

PCI Requirements state that it is necessary to use strong encryption technology such as Secure
Sockets Layer (SSL), Point-to-Point Tunneling Protocol (PPTP), or Internet Protocol Security
(IPSEC) to secure communications over any public network, such as the internet.

WAN Network

Payments Processor Host

Internet or

%

Leased Line
Firewall Authorized Secure
LAN Network Remote Connection

2 Factor Authentication

Remote Network Connections
It is recommended to establish secure methods of determining the identities of users who will be
granted access to the local network. Use an access request form that is filled out when any
outside party, including MTXEPS personnel, need to remotely connect to a production
environment system. This form should contain, at minimum, information on who is accessing the
network, their contact information and the contact information of their immediate superior, the
purpose of the access, and the expected duration of the access. Vendor access accounts must
also be disabled while not in use.

For remote access requests, the identity of the requesting individual should be firmly
established. Contact known personnel, such as the account manager or their designate that is
assigned to your company. This may also entail contacting the requesting individual or company
at a known telephone number or e-mail address.

; S PCl Recommendations Guide 6
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Remote access accounts must be granted only to individuals; a single access account must not
be given to a group of individuals for common use. Remote access should be logged in an
auditable format.

When granting access to any computer in the payments environment, it is recommended to use
two-factor authorization for remote access (username/ password and an additional
authentication item such as a token or certificate). A user account should automatically lock out
access after a maximum of 6 failed login attempts, for a minimum time period of 30 minutes
before a new login attempt is allowed.

After 15 minutes of inactivity, a remote access session should terminate connection and force
the user to log back on.

All passwords for remote access should be unique, complex, and allow change by the
authorized party. Complex passwords must be at least 7 characters long, contain at least one
capital letter and one number, and may not be the same as the last four passwords used, if
applicable. Additionally, if the access is for a long duration, the password must be changed
every 90 days.

Remote access accounts should be enabled only for the duration of the approved access. After
the duration of the remote access, user accounts should be disabled and removed. Any account
that is unused for 90 days must be removed.

All remote access accounts should use the highest encryption method possible. This includes
RDP (Remote Desktop Protocol) sessions conducted with high encryption setting, utilizing
Secure Shell (SSH), and software such as pcAnywhere utilizing 128 bit or higher encryption.

Insecure protocols such as Telnet and rlogin must never be used, and must not be enabled on
the WInEPS server. It bears noting again that remote access should never be a permanent
feature of the WInEPS server, and should only be enabled for the duration such access is
required.

Transmission of Cardholder Data over Public Networks
The PCI standard requires the use of strong cryptography and encryption technigues (at least
128 bit) such as Secure Sockets Layer (SSL), Point-to-Point Tunneling Protocol (PPTP), and
Internet Protocol Security (IPSEC) to safeguard sensitive cardholder data during transmission
over public networks (like the Internet).

Additionally PCI requires that cardholder information never be sent via e-mail without strong
encryption of the data.

: S PCl Recommendations Guide 7
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Windows XP: Disable Restore Point

Visa has identified a potential insecurity issue with the Restore Point option in Windows XP.
According to Visa, while there is no specific vulnerability in the restore point itself, there is a high
probability that the c:/pagefile.sys (or root directory) page file on the windows system could
contain cardholder information, including full track data.

As such, it is recommended that the restore point option on Windows XP be disabled.

Security Policy

It is mandatory for PCI compliance that a comprehensive security policy be in place in a
production environment. Review section 12 of the PCI document for complete information on
the current requirements.

Reporting Security Breaches
MTXEPS payments software utilizes a variety of encryption keys to keep cardholder information
safe. If it is known or suspected that any encryption method utilized by the payments software or
any of its components is breached, contact MTXEPS, Inc. immediately.

Notification of New Patches
MTXEPS, Inc delivers security/encryption related patches within 7 business days after
notification of the security breach. The patch will be made available to all MTXEPS customers;
MTXEPS, Inc will post a notice on its public web site (www.mtxeps.com) about such a patch,
but cannot individually contact all software users. It is therefore recommended that all
periodically check the web site to determine if any new security related patches are available.
MTXEPS Support can also be contacted directly to request current patch information.

When a security related patch is received, PCI recommends that it be tested before deployment.

: S PCl Recommendations Guide 8
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WInEPS Patches

Acquiring Patches

Patch Handling Recommendations

A patch or update generally consists of one or more modules (files) that replace existing files
within the software suite to provide enhanced functionality, correct problems, or in the case of a
security related patch, change encryption keys or methods.

See the Security Policy section above for some additional information relating to security related
patches.

WINnEPS Patches

Currently no universal method exists for MTXEPS, Inc to contact all of its customers. If a
security related patch is released, MTXEPS will utilize current contact information to contact
known customers, but cannot guarantee successful contact.

It is highly recommended that all users keep their WIinEPS system up to date by acquiring the
latest WIinEPS patches. All WIinEPS users can contact WIinEPS support for a list of available
patches; additionally the MTXEPS web site (WWW.MTXEPS.COM) Support page will contain
lists of patches for all supported WIinEPS versions; current WinEPS users should contact the
MTXEPS sales staff to acquire a username and password for the support section of the web
site.

It is recommended that WIinEPS Users receive patches either directly from MTXEPS support
staff or the MTXEPS web site, or though a known and trusted chain of personnel. This will
ensure authenticity and that the received patch is the most recent.

: S PCl Recommendations Guide 9
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Network and User Setup

WINnEPS and OpenEPS PCI
Settings

Settings Required by PCI

The following section details setting and configuration recommendations for the WIinEPS
software.

Network and User Setup

Physical Security

Servers and systems containing customer card information, such as server hosting the WinEPS
software, must also be protected physically. Any server where sensitive card data is stored
should be placed in a secure server room.

WInEPS Protocols and Ports and Components

WINEPS uses a variety of ports to communicate with its various components, including, but not
limited to OpenEPS on the POS lane and the payments hosts. The list of components, services
and ports that WIinEPS requires be allowed to be opened or unrestricted is listed in the WinEPS
User’s Guide in the WIinEPS System Requirements section of Chapter 1.

Secure File Transfer Protocol (FTPS) is used to transfer files between WIinEPS and the POS
lanes. This protocol is necessary for WInEPS/OpenEPS payments to function properly.

WAN Setup / External Connections

To successfully process payments, WIinEPS will require a network route to the payments
processor. While WINnEPS contains encryption technology to prevent the interception of card
holder information in transit within the LAN, it is the responsibility of the user to ensure that the
connection to the financial processor is properly encrypted and/or secured according to PCI
requirements.

The WInEPS software can only be accessed by users directly at the WIinEPS server console. If
the users wish to access the WInEPS server remotely, they must utilize secure technologies
such as SSH, VPN, or SSL/TLS (transport layer security) for this purpose.

ms PCI Recommendations Guide 10
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Network and User Setup

WInEPS Windows User Account

When installing WIinEPS, the user should log on as a Windows administrator. This allows the
install process to perform actions like writing to the registry, and granting the ‘log on as service’
right. The account that the service runs under (its WinEPS Windows User Account) is not
required to be an administrator; it is recommended that the service under which the WinEPS
service runs be defined as a member of the Window’s Power Users group.

Other than administrative Windows accounts, no other account should be given access to the
EPS directory on the server, or the OpenEPS directory on the POS lanes. Restricting access to
these directories will assist in preventing unauthorized access, and potential manipulation of the
program or configuration files contained therein.

Note: Manually stopping and starting the WInEPS service requires administrative rights;
therefore, any user who wishes to stop or start the WIinEPS service must be logged on to
Windows under a Windows administrator account. It is not necessary to log in as an
administrator to perform configuration changes or other standard uses of WIinEPS.

Any Windows user that must have the ability to access WIinEPS for configuration purposes

should have the following:

o The Windows user requires the rights to read and write to the EPS directory and all sub
directories. Additionally, the account must be given the right to write to any path which the
user specifies that WinEPS is to write to. Examples of additional locations include the path
to the MTXAUTH.DAT file in a Scanmaster environment, the path for the CSV Export, and
the path of the backup of the WInEPS configurations, if specified.

¢ Unless the account is an administrative account, the Windows user account used to log in to
perform configuration changes should not have access to any other directory that those
required.

Recommended Setup of the Windows User Account:

o Before installing WIinEPS, define a separate Windows user account. This account should be
a Power User, not an administrator. Do not use already existing accounts, or accounts that
are installed in the operating system by default, like the Administrator account.

¢ WInEPS Windows User Account should have a unique and recognizable name, as well as a
unique and complex password.

ms PCI Recommendations Guide 11
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WInEPS Directories and Access

WINEPS Directories and Access

It is recommended that only administrative personnel be allowed to directly modify WIinEPS
program files; users other than administrators should be prevented from making changes
directly to the WIinEPS software or to its configuration files. To prevent this, the use of Access
Control Lists is suggested.

WInEPS is installed to the C:\Program Files\MicroTrax\EPS\ directory by default. As stated
above, only administrators should be given direct access to any file or folder from the
\MicroTrax\ directory and below; administrators will require access to these folders to in order to
install patches and performs upgrades. It is therefore recommended to restrict access to the
\MicroTrax\ folder and below, including the EPS directory, and potentially the RS directory (if
Redundancy Service is also installed).

In addition it is highly recommended that the EPS and OpenEPS directories be protected
through the use of a File Integrity Monitoring System. The EPS and OpenEPS directories
contain configuration information that could potentially be altered with malicious intent. Specific
vulnerable files are the host files and the Setup.Txt, as these contain the IP addresses in use
and could be manipulated potentially redirect payment processing traffic.

Recommended File Integrity Monitoring Systems include the Tripwire Security Suite, and GFl;
has a free file integrity monitoring tool. File Integrity Monitoring Systems keep track of changes
to files or applications and can alert technical staff when changes are made; undesirable
changes can be easily tracked and removed.

When using a File Integrity Monitoring System, be aware that certain files (typically log or
database files: *.tor, Spool*, actlog*, jrnl*, Offlines) are constantly changing. It is often useful to
either exclude these files from alerts completely, or configure the alerting software to allow the
WInEPS software to freely manipulate files within its directory structure, and to configure alerts
for when files are directly manipulated by users or when manipulated by other software.

The WInEPS directory structure contains the following folders:
e EPS
o EPS\Archive
e EPS\Config
o EPS\Config\responsecodes
o EPS\Config\screenfiles
¢ EPS\Config\termconfig
e EPS\EPSSPE

If RS is installed:
e RS\

If Virtual terminal is installed (or other OpenEPS integration):
e OpenEPS\

ms PCI Recommendations Guide 12
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SR} HicroTrax
=) EPS
) Archive
=) config
) responsecodes
) screenfiles
) termiconfig
) EPSSFE
) OpenEPS
+ RS

All directories listed should deny access to non-administrative users and be monitored by a File
Integrity Monitoring System.

OpenEPS environments, such as the POS lanes, have a directory structure of C:\Program

Files\MicroTrax\OpenEPS\. This directory is populated from the WIinEPS server, and access
should be restricted to administrators only.
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WINEPS Operators: Roles and Rights

Operators are user accounts for the WIinEPS software. These accounts allow the configuration
of WInEPS settings, and may give access to card holder information. The examples in the
Sample Recommended WInEPS Operator Configurations section below indicate typical user
configurations of rights. These examples limit the available rights of each user account to only
those rights required to fulfill their function. Only the Administrative user illustrated below is
expected to need to configure WIinEPS settings.

There must be no ‘universal’ accounts. This means that no individual account name and
password combination should be defined on multiple WinEPS systems with the intension that
the account information be available to more than one person. Do not create an account at
multiple locations with the intension to make it a ‘default’ account that all administrators can log
onto, for example.

It is permissible to create the same account on multiple systems, so long as that account’s
information (username and password) is maintained by a single individual and is not available to
anyone else.

The option in WInEPS to create Windows Group Operator accounts can relieve administration
difficulty in maintaining individual WinEPS operator accounts by allowing WIinEPS access to be
regulated by use of Windows security groups. See below for additional information, and see the
WINEPS User's Guide for information on setting up Operator accounts as Windows Groups.

When an administrative Operator creates an individual account, it is highly recommended that
they utilize a unique password for that account. The first logon to any individual account
prompts for a change of password.

Limit WINEPS operators to only those personnel necessary. The fewer personnel with access,
the more secure the system can be. If a user must be given access, grant only those operator
rights necessary to fulfill their assigned role. Specifically, the right to view credit card numbers
should be closely monitored, and granted only to those personnel to whom viewing full card
information is essential to their business roll. This is true for individual user operator accounts as
well as Windows Group accounts; do not allow wide access to WIinEPS by defining a group that
has many members who do not need assess to WIinEPS.

If a user that is assigned an Operator account is terminated, immediately remove the assigned
Operator account. If the user has accounts on multiple WIinEPS installations, their Operator
account information must be removed at each location.

Individual Operators Vs Windows Group Operators
WInEPS offers two methods of providing Operator accounts: Individual Operators and operator
accounts based on Windows Groups.

Individual accounts work by requiring a username and password be entered in WinEPS
(separate from the Windows user account) whereupon WIinEPS grants the user the rights
associated with that individual account. According to PCI requirements, multiple users may not
use the same account, so when using individual Operators, a separate account must be
configured for each person who will access WIinEPS, and the passwords for those accounts
must be changed ever 90 days or less.
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Windows Group Accounts work by creating an account in WinEPS that is named the same as a
Windows group, and specifically marking that account as a ‘group’ in WinEPS. The group is
then assigned rights dependant on the type of user who would be a member of that group. For
example, the Administrators group typically has wide ranging permissions, and it might be
appropriate to grant all WinEPS permissions to that group, whereas Power Users may be given
more limited options. WIinEPS does not track passwords for group accounts because access is
based on a user's Windows account and group membership. This method is also PCI compliant
so long as the Windows environment is set up properly; WIinEPS retains its ability to log actions
by individual user accounts, and with the use of Windows Groups, can track the specific
Windows account that the user logs in under as well as which groups that user is a member of.

As with standard Windows group membership, if a user is a member of multiple groups, their

rights will be a combination of the rights off all groups they are members of.

Windows default groups and WIinEPS
Windows has several default groups already built in. Here is an example list:

Mame | Descripkion

@.ﬁ.dministraturs Bdministrators have complete and unrestricked access to the computerfdomain

Bau:kup Cperakors Backup Operators can override security restrictions For the sole purpose of backing up or restaring files
Guests Guests have the same access as members of the Users group by default, except for the Guest account w

@Netwurk Configuration ... Members in this group can have some administrative privileges ko manage configuration of netwaorking Fea

S Poweer Users Power Users possess most administrative powers with some restrickions, Thus, Power Users can run lega

gRemote Deskiop Users Mernbers in this group are granted the right to logon remotely

@Replicatnr Suppotts file replication in a domain

Llsers IJsers are prevented from making accidental or inkentional system-wide changes., Thus, Users can run cet

gHelpServicesGruup Group For the Help and Support Center

When setting WIinEPS up to use Windows Groups to regulate access, it is important to note that
not all default groups should be given access to WIinEPS. Never define groups such as
Everyone or Guests.

Not all levels of WIinEPS access are represented in the default groups. It may be necessary to
create new security groups and assign Windows user memberships to these new groups based
on their required access in WIinEPS.

For example, you may create a WinEPS Reporting group that allows users to view WIinEPS
reports:

@meps Reporting aroup for users who have access bo WinEPS and the right to wiew reports

The next section shows several recommended Operator configurations for different security
levels. Examples of appropriate Windows Groups for those operators are also given.
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Sample Recommended WInEPS Operator Configurations

Below is a list of several example accounts and security levels that can be configured in
WINEPS. Actual security and accessibility should be adjusted according to need. The basic
philosophy is that a user should not be granted more rights than necessary to perform their job.

Example Recommended User Types:
Administrative User
Transaction Research
General User
Reporting

Administrative User — User with full access to all WIinEPS features and functions. At least one
administrative account must exist in each WIinEPS installation. Administrative Operators must
possess all rights to be able to create other accounts with those rights, as well as perform
WINEPS configuration setup. Since an Administrative Operator possesses all rights, access to
an administrative operator should be restricted to only those personnel who require the ability
set up WIinEPS and to make configuration changes.

User Hame |ﬁ1‘-.c|ministrative User v Active 51 Reset Password
[ Windows Group

Full Hame |.f1‘n.c|ministrat0r [ Temporary Deactivation Date: | 8/11/20058 -

Check menu items to allow this operator access. Uncheck any menu item to restrict access.

[+ Site Information W Inguiry v Operation ¥ Configuration

v Operators [v Statuz [v Start Lanes Iv Terminal Canfig
v Add / Modify / Delete [v Repaorts |v Stop Lanes Iv* EPS Response Msgs
v Adminiztrator W nmask CC Numbers [v End of Day Processing [¥ Allowable Card Prefives
[ Iv Download Lanes Iv Card Processing Profiles
v [v working Key Sync [v Dehit Prefiz Table
™ Password Mever Expires ¥ Buppass Download

W Managers W Start WinEPS Engine

W Checkers W Shut Down WinEPS Engine

v Lane Dfinition [v Resend Receipt File

v Receipt Information
v Processing Options
v Enter 5% Encryption Key
v Repart Selection
v Haost Processar Definition

Typical Administrative User Rights

For setup as a WIinEPS Windows Group Operator, the Administrative User is approximately
equivalent to the Administrators group.

Transaction Research — User with access to only report information, but who sees the full
account numbers to allow research to be performed on specific transactions. Access to non-
report functions is restricted, as this user has no need to make changes to the WinEPS
configurations or service. Access to Credit Card numbers should be limited to those people with
a “business need to know” according to PCI requirements. The rights granted to this user are
shown below: Inquiry Menu, Status, Reports, Unmask CC Numbers.
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They may optionally possess the right to change the CSV encryption key (Processing Options |
Enter CSV Encryption), if this user is responsible for the periodic changing of the encryption
keys. If this user is not responsible for changing keys, this right should not be given.

User Hame |Transaction Research ¥ Active ‘2 Fleset Password

[ Windows Group —
Full Hame | [ Temporary Deactivation Date: | 8/11/2005 lj

Check menu items ko allow this operator access. Uncheck any menu item to restrict access.

[# Site Information ¥ Inguiry [~ Operation [~ Configuration

[~ Dperators v I [~ Start Lanes [ Terminal Config
[ Add 4 Modily / Delete ¥ PReports [~ Stop Lanes [ EPS Besponse Msgs
] ¥ Unmask CC Numbers [ End of Day Processing [ Allowable Card Prefizes
[ Activate / Inactivate I™ Download Lares I~ Card Processing Profiles
[ Reset Pazsword I Working Key Sync [ Dehit Prefiz Table

_l_ [ Buypass Download

| Managers [ StartWirEPS Engine

| Checkers - [~ Shut Down WirEPS Engine

I" Lane Definition | Resend Receipt File

| Receipt Information

v Processing Optioks

¥ Enter C5% Encryption Key
Fieport Selection
Host Processaor D efintion

Jai
i
Typical Transaction Research User Rights

There is no direct correlation between the Transaction Research WIinEPS account and any
default Windows Group; it is therefore recommended to create a new Windows group of
‘WInEPS Transaction Researchers’ and assign membership in this group by Windows users
based on their security requirements in WinEPS.

General User — User such as a store manager who has no need to configure the WIinEPS
system, but may be used to view store reports for totals and start or stop the WIinEPS service.
This user should not be given the ability to view credit card numbers as they are not needed to
generate daily store-business oriented reports. The rights granted to this user are shown below:
Inquiry Menu, Status, Reports; All Operation menu items.
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User Hame |GeneraILIser W Active ‘31 Reset Password
[ windows Group
Full Hame | [ Temparary Deactivation Date: | 8/11/2005 -

Check menu items to allow thiz operator access. Uncheck any menu item to restrict access.

[~ Site Information [~ Inquiry v Uperatlnn [~ Configuration

[ Operators [ Status [v Start Lanes [ Terminal Config
[ Add # Modify / Delete [ Reports [v Stop Lanes [ EPS Responze Msgs
I [~ Urmask CC Mumbers [v End of Day Processing [ Allowable Card Prefizes
[ Activate / Inactivate v Download Lanes [ Card Processing Profiles
[ Reset Password v ‘working Key Sync [ Debit Prefix Table
I [v Buypass Download

[ Managers W Stat WinEPS Engine

| Checkers W Shut Down WinEPS Engine

[ Lane Defirition v Fezend Receipt File

[ Receipt Information
[ Processing Options
[ Enter C5% Encryption Key
[ Report Selection
[ Host Processor Definition

Typical General User Rights

For setup as a WIinEPS Windows Group Operator, the General User is approximately equivalent
to the Power Users group, though it may be necessary to create a new Windows group instead,
such as ‘Managers’ if store managers are not granted membership to the Power Users group.

Reporting — User that only needs access to view reports on store financial information; sees
only masked account information. The rights granted to this user are shown below: Inquiry
Menu, Status, Reports.

User Hame |F|eporting W Active %y Feset Password
[ Windows Group

Full Hame | [~ Temporary Deactivation Date: | 841172005
Check menu items to allow this operator access. Uncheck any menu item to restrict access.
[~ Site Information v Ingquiry [~ Operation [~ Configuration
[ Operatars [v Status [ Start Lanes [~ Terminal Config
[~ Add / Modify # Delete v Reports ™ Stop Lanes ™ EPS Response Msgs
B [ Unmasgk CC Murnbers ™ End of Day Processing I~ &llowable Card Prefizes
[ Activate / Inactivate [~ Download Lanes [ Card Processing Profiles
[ Fieset Password [ ‘warking Key Sync [ Debit Prefix Table
r [ Buypass Download
| Managers [ Stat WinEPS Engine
| Checkers I Shut Down WinEPS Engine
[ Lane Definition [ Resend Receipt File

I Receipt Information
[ Proceszing Options
[ Enter CS% Encryphion Fey
™ Report Selection
[ Host Processor Definition

Typical Reporting User Rights

Similar to the Transaction Research Operator, there is no direct correlation between the
Reporting WInNEPS account and any default Windows Group. In this case it is recommended to
create a new Windows group of ‘WIinEPS Reporting’ and assign membership in this group by
Windows users based on their security requirements in WinEPS.
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Using Temporary Operator Accounts

When it is necessary to grant temporary access to the WinEPS software, a new operator
account should be created with the temporary flag enabled. When creating a temporary
Operator, they should not be granted the right to change other operators, and should not be
given the right to view full credit card numbers unless there is express business need to do so.

User Hame | Temporary Operator W Active 51 Reset Passward
[ Wi z Group
Full Hame | Deactivation Date: |11/ 942006 -

Check menu items to allow this operator access. Uncheck any menu item to restnict access.

¥ Site Information W Inguiry ¥ Operation W Configuration

v Dperators [¥ Statuz [v Start Lanes ¥ Terminal Config
[ Add / Modify / Delete Iv¥ Reports v Stop Lanes ¥ EPS Response Msgs
I [ Unmask CC Humbers v End of Day Processing v Allowable Card Prefises
[ Activate / Inactivate W Download Lanes [W Card Processing Profiles
[~ Resst Password W wiarking Key Sunc [v Debit Prefis Table
r v Buypass Download

W Managers W StartWinEPS Engine

W Checkers W Shut Down WinEPS Engine

v Lane Definition v Resend Receipt File

Iv Receipt Information
v Processing Optiors
[v Emter C5Y Encryption Eey
v Feport Selection
v Host Processor Definition

Example Temporary Administrative Operator

It is recommended to utilize temporary accounts when offsite support must network into a site to
perform any function; this can include MTXEPS staff who are evaluating a reported bug or
assisting in WIinEPS configuration.

Set the duration for the temporary account for only the expected length of time which the user
will have and require access to the system. Even though the account access will lapse
automatically at the expiration date, it is highly recommended that the account be disabled by
an administrative Operator once the need for the temporary account is over. Only enable
remote access and Operator accounts when they are needed; disable remote access and
associated operator accounts when not in use.

Operator Passwords

The WInEPS application enforces PCI required operator password requirements (8 character
password minimum, 1 capital letter, 1 number). Additionally, the maximum number of days that
the password may remain unchanged is 90 days; any login after the set duration will prompt for
new password.

A password may not be the same as any of the previous four passwords used for that Operator.
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Passwords Never Expire
Users of previous versions of WinEPS are familiar with the option to prevent WinEPS Operator
account passwords from expiring. PCI requirements state that passwords must be changed at
least every 90 days.

User Hame |.-’-".dministrative e v Active ‘% Reset Password
[~ Windows Group

Full Hame |ﬁ1‘-.dministrator [ Temporan Deactivation Date: | 8/11/2005 =
Check menu items to allow this operator access. Uncheck any menu item to restrict access.
[v Site Information v Inguiry v Operation v Configuration
v Operators [v Staty [v Start Lanes Iv Terminal Canfig
W Add / Modify / Delete v Re Not top Lanes [v¥ EPS Responze Msgs
v Adrministrator ™ ded nd of Dap Processing Iv &llowable Card Prefiges
M L Recommende ownload Lanes [¥ Card Processing Profiles
: / orking Key Sync Iv Dehit Prefix Table
[ Pazzword Mever Expires o
WVt anagers Not PCI t_'HItJW_ EPS Engi
: art in hgine
v Checkers Comp“ant

hut Daven WinEPS E ngine
Iv¥ Resend Receipt File

v Lane Definition
v Receipt Information
v Processing Options
v Enter C5% Encryption Key
v Fepaort Selection
W Host Proceszar Definition

Activating the feature will prevent WinEPS from operating in a PCI compliant manner; WinEPS
will prompt the user as shown below.

Confirm g|

D] The Pavment Card Industry Data Security Skandard number 3.5.9 States:
H_*\/‘ Change user passwords at leask every 90 davs,

By clicking the [Yes] button below, Merchant hereby acknowledges this action violates the above noted PCI standard and agrees to
indermnify, defend and bold MTXEPS, and its officers, directors, shareholders, representatives, emplovess, agents, successors and
assigns, harmless from and against anw and all claims, demands, damages, liabilities, losses and costs, From the improper andfor
unautharized use of this software.

WINEPS users must agree to indemnify MTXEPS when activating this feature, as MTXEPS
cannot be held responsible for any consequences resulting from becoming non-PCI compliant
through the use of this feature.

The Default Operator

On a fresh installation of WIinEPS, the default operator’s login name is WinEPSAdmin, with an
original password of Passwordl. While during the first login the password must be changed
from the default, it is also recommended that the login name be changed to something other
than WinEPSAdmin.

Follow the steps below to change the default Operator's Name.
1. After logging in to WInEPS, go to Site Information | Operators.
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‘% Operators E|§|®

Mo, |UserName |FuIIName |.-’-‘«ctive|Tem|:|| E dit |.&ctivate|Heset| Created | Updatedl Expire |

I N N N N A N N N O -
i:) Cancel

Cloze

Operator Mo.: ] Cunrent Operator : WinEPSAdmin [Mo.1]
User Hame: || o (3) Set Passward |
Full Hame: | B

Check menu items to allow this operator access. Uncheck any menu item to restrict access.
= 3 3 =
=3 ¥ = =
o [ = =
v i 3 3
Ll 7 7
I ~ ~
I o
b o
Ll "
-
r
-
-
-

It is necessary to create a new Operator with the permission to alter other operator
accounts. Click New.

Enter a User Name, and Full Name.

Select the Add / Modify / Delete right.

Click Save and enter a password.

Log Off WInEPS.

Log back onto WIinEPS using the new account information

Go to Site Information | Operators.

Select the WIinEPSAdmin account; change the User Name, and Full Name and save the
changes.

. Log off of the new user account, log back on as the renamed admin account, and delete the

other operator.
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View Full Account Number Right
As noted above, WIinEPS Operators may be given the right to view full account numbers. This

right must be carefully controlled and granted only to those users who must have this right in
order to fulfill their job requirements.

The example from above notes that the Transaction Research user type might be required to
view the full account number to properly execute of their duties.

User Hame | Transaction Research !f Active 2y Reset Password
[
B

‘windows Group —
Full Hame | Temporary Dieactivation Date: I 841172005 L’

Check menu items to allove this operator access. Uncheck any menu item to restrict access.

[v Site Information v Inquiry [~ Operation [T Configuration

I~ Operators v g [~ Start Lares [~ Terminal Config
[ 4dd / Modify / Delete v _Bepn [ Stop Lanes [ EPS Response Msos
il [ End of Day Processing [ Allowable Card Prefises
[ Activate / Inactivate I Dowrload Lanes I Card Processing Profiles
[ Reset Password ™ working Key Syne I Debit Prefix T able

_J_ [ Buypass Dovwnload

| Managers [~ StatWinEPS Engine

| Checkers [~ Shut Down \WinEPS Engine

]: Lanie Definition | Rezend Receipt File

| Receipt Information

v Processing Options

¥ Enter C5Y Enciyption Key
I Report Selection
I Host Processor Definition

WINnEPS must provide access to view the full account number in order for merchants to correct
billing mistakes. This includes a failure to charge a customer for goods or services rendered for
which the customer agreed to pay, or to grant a refund to a customer for a charge that they
should not have incurred.

Therefore, the only users that should have access to view full card numbers are those users
authorized to make charges or refunds on a customer’s account outside of a transaction;
typically this includes only store managers or other high-level personnel. If there is any question
about whether viewing full account numbers is necessary, disable the feature for that user, and
re-enable it only in the event that a legitimate and necessary use is determined.
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CSV Encryption Key

WInEPS transaction information can be exported to CSV file; this file can contain sensitive
cardholder information for the purpose of tracing specific transactions. Production of a CSV file
that contains full card numbers requires the use of a user-generated CSV encryption key.

First it should be determined if it is a business need to view transaction information that contains
full card information. If no business need exists, it is recommended that no CSV encryption key
be entered and the default PCI compliant masked CSV version be utilized.

Assuming that a business need exists to export and view full card information, a CSV encryption
key is necessary; this entails key management on the part of the WIinEPS user.

Refer to the WInEPS Users Guide for instructions on entering the CSV encryption key, and
setting the path for the CSV export. The information below pertains to initiating security
measures pertaining to the CSV export itself and handling the CSV export key.

Key Generation
CSV Encryption/Decryption keys are composed of two 16-character keys; allowed characters
are the numbers 0 to 9 as well as the letters A through F.

In WInEPS, the CSV encryption key can be entered as two separate halves, 16 characters
each, of the complete 32 character key. Key entry was broken into two parts to facilitate a dual
control environment, with split key knowledge.

Keys should be generated randomly, with knowledge of a key half only available to the person
who will generate and enter it. No one user should have knowledge of the entire key; two users
should each enter their portion of the key to generate the complete encryption key.

Entering the key must be done in both WIinEPS and in the Decryption Software. Doing so
creates an .ini file for each application (one for WinEPS and a separate one for the Decryption
Software) that contains an encrypted version of the entered key. These files should be kept safe
and distributed as detailed in the Key Distribution section.

Key Storage

Keys should be stored in a dual control environment and secured against theft or acquiring
through the use of physical security (kept in a safe, for example). Similarly access must be
restricted to the wineps-decrypt-key.ini file, as this and the decryption software can be used to
read encrypted CSV files that contain customer card information.

Detailed information should be maintained about what personnel have access to keys and key
files. This information will be needed if any personnel leave company employment to determine
when keys need to be changed.

Key Distribution
Instead of distributing key information directly, the .ini files can be distributed to provide
encryption or decryption without direct knowledge of utilized keys. The wineps-key.ini file
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contains the CSV encryption key. This file can be placed into the EPS directory and will be used
by WInEPS to encrypt exported CSV files. This file can be packaged with other configuration
files as part of a pre-configured roll-out package.

The Decryption Software generates a file called wineps-decrypt-key.ini. This file can be
distributed along with the Decryption Software to specific personnel who have the business
need to view full credit card information. Access to the Decryption Software and the wineps-
decrypt-key.ini file should be tightly controlled, and the wineps-decrypt-key.ini file should never
be transmitted over e-mail or any other potentially unsecured medium.

A generated key file (wineps-key.ini) is only good for the version that it is generated on. If a CSV
encryption key is still in use when a WinEPS upgrade occurs, it will be necessary to re-enter the
encryption key in the new WIinEPS version, and re-distribute the newly generated wineps-key.ini
to all WIinEPS locations.

If the Decryption Software version changes, it will be necessary to reenter and redistribute the
wineps-decrypt-key.ini to all Decryption software users.

Key Changes
Keys must be changed periodically. The recommended length of time is one year. Older keys
may be kept to decrypt items from previous years.

In the event that an employee with knowledge of encryption keys is terminated, or otherwise
leaves the company, all keys which that employee had decryption information on shall be
changed immediately and implemented in the production environment as soon as feasible.

CSV Decryption

Generally, it should not be necessary to perform decryption at the WIinEPS location. The
decryption software and associated ini file should never reside on the same computer that is
running WinEPS.

As stated above, access to decryption software and the wineps-decrypt-key.ini should be limited
to personnel with a business need to view unencrypted card information.

Key Security

Limit knowledge of encryption/decryption keys to the fewest number of people possible. Store
keys only in a limited number of secure locations. Do not store any of the keys, decryption
software or encrypted card data in the same location.

Report breaches in security, and report known or suspected loss of key security immediately to

those personnel tasked with key security responsibilities.

If a compromise in the WIinEPS software is detected which may reveal cardholder information
report the potential security breach immediately to MTXEPS.
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Unencrypted CSV Storage

Once unencrypted, the CSV file must be stored in a secure location where only authorized
personnel have access to it. The unencrypted file should only be stored for as long as it is
actively being reviewed; storing an unencrypted CSV file containing full card information beyond
the active review period is not in compliance with the PCI Data Security Standard.

It is not recommended to store the CSV in unencrypted format unless necessary.

Never store the decryption software with the ini decryption key file on the same computer that
encrypted files are stored on, as this presents a security risk should an unauthorized user gain
access to the system, they will have access to both the encrypted files with card information and
the method to decrypt them.

It is prohibited to transmit unencrypted CSV files containing sensitive information over e-mail or
any other potentially unsecured medium. Only the masked or encrypted CSV files should be
sent via e-mail.
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WINEPS Encryption Keys

WINEPS encrypts card data using methods approved by the latest PCI standard. The encryption
methods in use for all file and data encryption except for the CSV Encryption (see the CSV
Encryption Key section) are completely integrated into the WIinEPS software suite and thus
managed by MTXEPS, Inc. This means that WinEPS encryption keys are not accessible or
changeable by the end user, and that the Encryption keys within the software are updated at
least yearly by MTXEPS, Inc. as part of its more recent software release version.

Since PCI requires that encryption keys be changed on a yearly basis, it is recommended that
the WIinEPS software in use be upgraded to the latest version available, at least yearly.
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Upgrade from Previous WINEPS Version

User Perform Secure Deletion of Card Data

WINEPS versions prior to 815.3 were created before PCI standard, and as such the log files and
archives may contain data that PCl now deems is sensitive. If performing an updgrade from a
WINEPS version prior to 815.1 it is important that files potentially containing card data be
deleted in a secure fashion to retain PCI compliance.

Card data is stored in the Archive subdirectory on the WIinEPS server ([DRIVE]: \Program
Files\MicroTrax\EPS\Archive). To remove card holder information it is necessary to delete all
files in this directory in a secure method; several free “secure deletion” programs exist such as
Eraser (http://www.heidi.ie/node/6) that will allow a user to delete the files while overwriting the
data multiple times which ensures that card data is unrecoverable even with forensic tools.

To ensure a complete removal of all card data, be sure to perform a WinEPS manual End of
Day (WIinEPS Menu: Operation | End of Day Processing), and then after the End of Day
completes, use a secure deletion tool to remove all files in the Archive directory.

To delete card data, follow these steps:

1. Prior to upgrading, perform a WinEPS End of Day. In the WinEPS GUI go to Operation | End
of day Processing.

If notified that the engine will need to shut down, select Yes to proceed.

Wait until the end of day has completed, andthen browse to the [DRIVE]: \Program
Files\MicroTrax\EPS\Archive direcotry.

4. Use a secure delete tool, such as Eraser to delete all files within the Archive folder.

5. Proceed with the WInEPS upgrade as normal.

2.
3.

Disabling FTP

WINEPS versions previous to 816.1 utilized FTP to transfer configuration files to the OpenEPS
POS lanes. This protocol has been replaced by FTPS (Secure FTP). To allow the upgrading of
POS lanes that previously utilized FTP, the FTP service has remained operational. To become
PCIl compliant, it is necessary to disable the Non-Secure FTP or turn on the Secure FTP
service (see steps below).

For upgrades from WInEPS versions prior to 816.1, it is recommended that the upgrade be
performed first, allowing the lanes to update to the most recent version that supports Secure
FTP, before shutting off the Non-Secure FTP.

Follow the steps below after upgrading to update POS lanes and turn off the FTP service.

1. After WIinEPS is upgraded, verify that WIinEPS is started.

2. Sign on to each POS lane to update the OpenEPS software on each lane. If the lane does
not utilize OpenEPS, instead move on to the next step.

3. In WIinEPS, go to Site Information | Processing Options.

4. Select the Other Tab.

5. You will see one of the two screens below.
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WINEPS and OpenEPS PCI Settings — Settings Required by PCI

Upgrade from Previous WIinEPS Version

¥ Processing Options E”E|E|
Systemn Operation ] Payment Terminal Settings ] Backup l CSY Export Other
FTP Server Settings

Enable this featur updated files to the OpenEPS lane automatically.

Part

v Secure FTP Server Enabled Port  |[7221

Path to MTHAuth dat file for SCANMASTER |

Save | Cancel ‘

e Forthe screen above , Uncheck the box next to FTP Server Enabled, leaving the
Check mark next to the Secure FTP Server Enabled option.

¥ Processing Options

Systemn Operation | Payment Terminal Settings 1 Backup ] CSV Export Other
FTP Server Settings

B2

Enable this feature to download updated files to the OpenEPS lane automatically.

¥ FTP Server Enabled Part  |5221 v

Path to MTHAuth dat file for SCAMNMASTER |

e For the screen above, verify that both the FTP Server Enabled and the Use Secure
FTP box are checked.

Since the use of insecure FTP is not within PCI requirements, turning the FTP Server back on
or turnign the Use Secure FTP service off is not recommended. Reactivating the standard FTP
service feature will prevent WIinEPS from operating in a PCI compliant manner; WinEPS will
prompt the user as shown below.
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Upgrade from Previous WIinEPS Version

Confirm P§|

PCI Requirement 2,2, 2 skates:
\._"/ Disable all unnecessary and insecure services and protocols,

By clicking the [es] button below, Merchant hereby acknowledges this action violates the above noked PCI Requirerent and agrees
to indennify, defend and haold MTXEFS, and its officers, directars, shareholders, representatives, emplovees, agents, successors
and assigns, harmless fram and against any and all claims, demands, damages, liabilities, losses and costs, Fram the improper andfor
unauthorized use of this software,

WINEPS users must agree to indemnify MTXEPS when reactivating this feature, as MTXEPS
cannot be held responsible for any consequences resulting from becoming non-PCI compliant
through the use of this feature.
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Clearing Data Out After Testing

Typically test systems are kept separate from production environment units. Occasionally a test
unit will be moved to a production environment, or a production environment unit will be tested
briefly after installation. In either case it is important that all test data be cleared out of the
system.

WINEPS cuts over and archives all log files during an End of Day. Therefore the simplest
method for clearing out extra information is to perform an End of Day. Follow the steps below to
clear out information by running an End of Day.

1.

arwn

Verify that the information on the WInEPS system is test information and not production
information.

Unplug the network cable to prevent communication with the network and host.

Log on to WIinEPS with an Operator that has the right to perform End of Day.

Go to Operation | End of Day Processing.

After the End of Day is finished, reconnect network cable.
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Log Review

Log Review

PCI recommends that a review of log files occur daily. It is therefore recommended that the
WINEPS spool file be reviewed for unauthorized user activity. This review can be accomplished
by searching for specific text relating to unauthorized activity.

Example Log line:
09/29/05 11:00:17 EPSMENU - UAL: User 1 successfully signed on.

The spool file can be searched for all User Access Logging by performing a text search on
‘UAL:" and then each access can be individually evaluated. These log entries comply with PCI
sections 10.2 and 10.3.

A complete list of logged activities can be found in the WinEPS Users Guide, Chapter 10, under
the heading: User Activity Logging. Below is a list of access items that should be closely
evaluated to determine whether the operation was performed legitimately. This list represents
actions that could indicate access to customer card information:

User XXX Exported Transaction Data

User XXX Turned CSV Export OFF|ON

User XXX Entered New CSV Export Key

User XXX Modified CSV Export Path

User XXX Launched Report Module (for users that possess the ability to view credit card
numbers)

Spool File Vulnerability
WINEPS logs user activity to a single file, the spool file. This file is vulnerable to direct
manipulation by Windows users that have the permission to enter the EPS directory and make
changes. This could allow the deletion of the logs that detail unauthorized access to card
information, for example.

Due to the vulnerability of the Spool file, it is highly recommended that access to the EPS
directory be severely limited to only those users that have a business need to directly access
WINEPS configuration, log, and program files. Additionally, it is recommended that file integrity
monitoring software such as TripWire or GFI be run that will log access to specific files.

Log Retention

WINEPS records are removed automatically after the duration set in the WIinEPS Processing
Options, ranging from 7 to 90 days. To retain log files beyond this time it is necessary to move
the archived zip files from the /EPS/Archive/ directory to a different location.

The location these files are moved to should be secure, as these logs contain encrypted
customer card information. PCI recommends that log files be retained online for three months
and that offline storage (such as tape backups) be maintained for one year.

When logs are no longer required, PCI requires that cardholder data be destroyed; this can
include backups or offsite copies. Since comprehensive destruction is required, it is important to
have a tracking policy to ensure that all copies of the data can be cleansed when appropriate.
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Sensitive Data Handling and Trouble Shooting

Sensitive Data Handling and Trouble Shooting

The WInEPS software stores only the data allowed by PCI after a transaction has been
completed. Information for transactions that have not yet been completed may be stored locally
in encrypted format until they are resolved, such as in the case of offline transactions.

In all cases, the merchant or reseller will not have access to sensitive data; only the card
number and expiration data are available through the WinEPS user interface and only to users
who are granted the View Credit Cards right (see WIinEPS Operators: Roles and Rights
section).

Even encrypted, files that can potentially contain card information should be handled carefully.
Specifically, files of this nature should never be sent over e-mail, even to MTX Support.

The following file types should be treated as sensitive:
actlog*.eft

off*.eft

tor*.eft

ofline01.*

towineps*.eft

All Archive zip files

If any of these files are required for troubleshooting by MTX Support, an upload location will be
assigned to you — do not send these files to MTX prior to receiving a confirmed upload location.
Upload the required files to the location specified, and securely delete the files when they are no
longer necessary.

Resellers should only collect and transmit these files as needed as part of troubleshooting, and
should collect only the files required by the specific issue.

Secure Location for Sensitive Files

In the event that archive files or any of the file types listed above are retained outside the
WINnEPS directory structure, they must be treated as potentially containing sensitive information.
After a transaction is completed only PCI approved data is retained; however, some of the file
types listed above can contain incomplete transactions which will have the full sensitive data
required to complete the transaction.

It is recommended by PCI that sensitive files be stored only in specific locations with limited
access.
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Redundancy Service PCI

Settings
Settings Required by PCI

The WInEPS Redundancy Service (RS) software maintains a backup WIinEPS server as a
mirror of the primary WIinEPS server so that the backup is available to take over processing if
the primary server is disabled.

A copy of the Redundancy Service software must run at both the primary and back up server to
maintain synchronization.

Since redundancy involves running both a primary and backup WInEPS server, it is
recommended to review the WInEPS section of this document as all the requirements listed
therein apply to both WIinEPS servers.

Physical Security

Servers and systems containing customer card information must also be protected physically.
This applies to both the primary and backup WInEPS servers.

WINEPS Configuration on the Backup Server

The backup WInEPS software will receive all of the executable and configuration information
from the primary WIinEPS system when RS start for the first time (refer to the RS User’s Guide
for RS setup instructions). This means that as long as the primary WIinEPS systems is correctly
configured following the PCI requirements, the backup’s WIinEPS software will be similarly
configured.

Redundancy does not cover programs or server settings outside the WIinEPS software suite, so
be sure to follow the PCI recommendations when setting up the backup server as well as the
primary.
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RS Directories and Access

RS Directories and Access

Redundancy Service is installed to the C:\Program Files\MicroTrax\RS\ directory on both the
primary and backup WInEPS server. Only administrators should be given direct access to any
file or folder from the \MicroTrax\ directory and below; administrators will require access to these

folders to in order to install patches and performs upgrades.

As noted in the WIinEPS section, it is highly recommended that the payments software
directories be protected through the use of a File Integrity Monitoring System.
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VT Directories and Access

Virtual Terminal PCI
Settings

Settings Required by PCI

Virtual Terminal is a software application that can be used to process transaction information to
WINEPS, similar to a POS system. VT finds wide use in both company POS laboratories and in
live store environments.

VT Directories and Access

Virtual Terminal is installed to the C:\Program Files\MicroTrax\OpenEPS\ directory; VT can be
installed on the WInEPS server or on a separate computer. If VT is installed on WIinEPS server,
be sure to follow all the requirements listed in the WIinEPS section of this document.

If VT is installed to a separate computer than WIinEPS, care should be maintained regarding the
amount of access granted; like any payments software unauthorized access should be
restricted and the computer should be as physically secure as feasible.

Only administrators should be given direct access to any file or folder from the \MicroTrax\
directory and below; administrators will require access to these folders to in order to install
patches and performs upgrades.

As noted in the WIinEPS section, it is highly recommended that the payments software
directories be protected through the use of a File Integrity Monitoring System.

WINnEPS Configuration

When Virtual Terminal is used in a live payments environment, it is often intended to be utilized
to process only a limited number of transaction types. To prevent access to payments types that
were not intended to be processed through VT, it is highly recommended that the Virtual
Terminal term configuration file in use be configured to only allow the desired transactions.

To configure your VT configuration file, open the WinEPS GUI and go to Configuration |
Terminal Configuration > OpenEPS Lanes. The first Tab is Tender Configurations; every tender
activated on this screen will display a corresponding tender on the Virtual Terminal screen.
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WInEPS Configuration

o lategrated Tarminal Configuration
Conl Name: [¥our Gonfigarsoon ms o i P Se | Sewds Cocd | 2
Terches Corfpuaton | Tuansaction Sequence | FIN P Configustion | Miscelansous | Moc Prome |
Trs Type | Hoat Getecied S Tran Type Allwed Transacsont - Chiek 1o Change Status
Dot ] o rwinise Jun-.

P |

Tl
o Pestaige |y notinate | Frenstiense[ i ]

7 Wirtusl Terminal 1}

Cashier & Cashier Displar T2 Version
1 0220014
LT LIS Viwsion
1 ‘Sedect Tendar 32001

Please select the Tender Type from the choices below,
You may browse additional pages by using the F8 and
F7 navigation keys indicated on the keybar.

0= - s
=

._,§]|
%;gf Bs e e )

Dbt Card

EBT - Cash

If a tender or transaction type is not intended to be processed through VT, turn that tender off.

MT XS
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WInEPS Configuration

ServereEPS PCI Settings
Settings Required by PCI

The ServerEPS web service allows users to configure store and company information along
with viewing report information. No full card numbers or other PCl-restricted data fields are
available through this service.

For more information on ServerEPS, refer to the ServerEPS Users Guide.
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Proxy Client Directories and Access

Proxy Client PCI Settings
Settings Required by PCI

The Transaction Proxy Client can be used as either a primary host connection or a backup dial-
connection. In either configuration, the Proxy Client acts entirely as a pass-through and does
not store or record sensitive card data information.

Proxy Client Directories and Access

As with all payments software, access to the program directory should be restricted to
authorized personnel only.

The Proxy Client is installed to the C:\Program Files\MicroTrax\ServerEPS\Client\Proxy\
directory. Only administrators should be given direct access to any file or folder from the
\MicroTrax\ directory and below; administrators will require access to these folders to in order to
install patches and performs upgrades.

As noted in the WIinEPS section, it is highly recommended that the payments software
directories be protected through the use of a File Integrity Monitoring System.
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